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CRIMES COMMITTED FOR THE PURPOSES OF 
TERRORISM AND SUBVERSION OF DEMOCRACY 

 
1. Crimes contemplated in Article 25-quater of Legislative Decree 

231 of 2001 and examples of main ways of committing such 
crimes 

 
Article 25-quater of Legislative Decree 231 of 2001, introduced by Article 3 of Law 
7 of 14 January 2003, on “International Convention for the Suppression of the 
Financing of Terrorism, New York, 9 December 1999, and rules aligning with 
domestic law” refers to the crimes listed below (“Crimes committed for the 
purposes of terrorism and subversion of democracy”):  
• subversive associations (Article 270 of the Criminal Code); 
• associations for the purposes of terrorism, including international 

terrorism, or subversion of democracy (Article 270-bis of the Criminal 
Code); 

• assisting association members (Article 270-ter of the Criminal Code); 
• recruitment for the purposes of terrorism, including international terrorism 

(Article 270-quater of the Criminal Code); 
• training for the purposes of terrorism, including international terrorism 

(Article 270-quinquies of the Criminal Code); 
• financing of conduct for the purposes of terrorism (Law 153/2016, Article 

270 quinquies 1 of the Criminal Code); 
• removal of assets or money subject to seizure (Article 270 quinquies 2 of the 

Criminal Code); 
• conduct for the purposes of terrorism (Article 270-sexies of the Criminal 

Code); 
• attack for terrorist purposes or subversion (Article 280 of the Criminal 

Code); 
• acts of terrorism with lethal or explosive devices (Article 280-bis of the 

Criminal Code); 
• acts of nuclear terrorism (Article 280 ter of the Criminal Code); 
• kidnapping for the purposes of terrorism or subversion (Article 289-bis of 

the Criminal Code); 
• kidnapping for the purposes of coercion (Article 289-ter of the Criminal 

Code); 
• incitement to commit any of the crimes identified in the first and second 

sections (Article 302 of the Criminal Code); 
• political conspiracy through agreement (Article 304 of the Criminal Code); 
• political conspiracy through association (Article 305 of the Criminal Code); 
• armed gang: formation and participation (Article 306 of the Criminal 

Code); 
• assistance to participants in conspiracy or armed gang (Article 307 of the 

Criminal Code); 
• taking possession, hijacking or destruction of an aircraft (Article 1 of Law 

342/1976); 
• damage to ground installations (Article 2 of Law 342/1976); 
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• active repentance (Article 5 of Legislative Decree 625/1979); 
• urgent measures to protect democracy and public safety (Article 1, Law 625 

of 15 December 1979, converted with amendments into Law 15 of 6 February 
1980); 

• International convention for the suppression of the financing of terrorism 
(Article 2, New York, 9 December 1999). 

 
In particular, considering activities carried out, Exetra SpA, (the "Company") has 
considered the following crimes as relevant, with the full wording given below. 

 
(i) Associations for the purposes of terrorism, including 

international terrorism, or subversion of democracy (Article 270 
bis of the Criminal Code) 

 
"Anyone who promotes, establishes, organises, directs or finances 
associations that seek to carry out acts of violence for the purposes of 
terrorism or subversion of democracy shall be liable to imprisonment for 
a term of seven to fifteen years. Anyone who participates in those 
associations shall be liable to imprisonment for a term of five to ten years. 
Under criminal law, the purposes of terrorism also apply when the acts of 
violence are aimed against a foreign country, an institution or an 
international organisation. The offender shall always be subject to 
compulsory confiscation of the property that helped or was used to commit 
the crime and the property constituting the proceeds, product and profit 
from the crime or that constitute use thereof”. 

 
The crime in question punishes anyone who - promotes, establishes, organises, 
directs or finances associations that seek to carry out acts of violence for the 
purposes of terrorism or subversion of democracy. Under criminal law, the 
purposes of terrorism also apply when the acts of violence are aimed against a 
foreign country, an institution or an international organisation. The offender 
shall always be subject to compulsory confiscation of the property that helped or 
was used to commit the crime and the property constituting the proceeds, 
product and profit from the crime or that constitute use thereof. 
 
The crime of association for the purposes of terrorism, including international 
terrorism, or subversion of democracy could occur in the case where the 
individual establishes, manages or finances an association that intends 
performing acts of violence for the purpose of terrorism, including international 
terrorism, or subversion of democracy. The crime also occurs in the case where 
the association has a logistical base in the national territory but is aimed at 
carrying out the offences for the purpose outside it. The crime punishes not only 
those who set up, manage or finance the association, but also individuals who are 
members of it.  
In order for the crime to be punishable, it is sufficient to have a minimum 
organisation capable of implementing the continuity of the criminal programme 
being targeted. 
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The duration of the association and the limitation of its operations are irrelevant, 
since, being a crime of presumed danger, the existence of a structure that pursues 
subversion or a terrorist programme must be considered sufficient. 

 
 
(ii) International convention for the suppression of the financing of 

terrorism (Article 2, New York, 9 December 1999) 
 

“1. Any person commits an offence within the meaning of this Convention 
if that person by any means, directly or indirectly, unlawfully and wilfully, 
provides or collects funds with the intention that they should be used or in 
the knowledge that they are to be used, in full or in part, in order to carry 
out:  
(a) an act which constitutes an offence within the scope of and as defined 
in one of the treaties listed in the annex; or 
(b) any other act intended to cause death or serious bodily injury to a 
civilian, or to any other person not taking an active part in the hostilities 
in a situation of armed conflict, when the purpose of such act, by its nature 
or context, is to intimidate a population, or to compel a government or an 
international organization to do or to abstain from doing any act.  
2. (a) On depositing its instrument of ratification, acceptance, approval or 
accession, a State Party which is not a party to a treaty listed in the annex 
may declare that, in the application of this Convention to the State Party, 
the treaty shall be deemed not to be included in the annex referred to in 
paragraph 1, subparagraph (a). The declaration shall cease to have effect 
as soon as the treaty enters into force for the State Party, which shall notify 
the depositary of this fact;  
(b) When a State Party ceases to be a party to a treaty listed in the annex, 
it may make a declaration as provided for in this article, with respect to 
that treaty. 
3. For an act to constitute an offence set forth in paragraph 1, it shall not 
be necessary that the funds were actually used to carry out an offence 
referred to in paragraph 1, subparagraphs (a) or (b). 
4. Any person also commits an offence if that person attempts to commit 
an offence as set forth in paragraph 1 of this article. 
5. Any person also commits an offence if that person: (a) participates as 
an accomplice in an offence as set forth in paragraph 1 or 4 of this article; 
(b) organizes or directs others to commit an offence as set forth in 
paragraph 1 or 4 of this article; (c) contributes to the commission of one or 
more offences as set forth in paragraphs 1 or 4 of this article by a group of 
persons acting with a common purpose. Such contribution shall be 
intentional and shall either: (i) Be made with the aim of furthering the 
criminal activity or criminal purpose of the group, where such activity or 
purpose involves the commission of an offence as set forth in paragraph 1 
of this article; or (ii) Be made in the knowledge of the intention of the group 
to commit an offence as set forth in paragraph 1 of this article.” 
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The crimes covered by the scope of the New York Convention are crimes intended 
to provide, directly or indirectly, but in any case voluntarily, funds in favour of 
subjects that intend carrying out crimes of terrorism. In particular, the 
Convention refers to crimes indicated in other international conventions, such as: 
the seizure of aircraft, crimes against diplomats, the taking of hostages, the 
unlawful creation of nuclear bombs, the hijacking of ships, the explosion of 
bombs, etc. 
 
The crime in question punishes the person who - directly or indirectly, unlawfully 
and wilfully, provides or collects funds with the intention that they should be used 
or in the knowledge that they are to be used, in full or in part, in order to carry 
out acts that may qualify as terrorism. 
Any person who attempts to commit these crimes is committing the crime, in any 
case. 
 
Therefore, in order for the crimes described to be committed, the offender must 
have knowledge of the unlawful event or wish to achieve it through a conduct 
attributable to him/her; in order for the crimes in question to be committed, the 
offender must therefore be aware of providing support and/or funds to 
(subversive) terrorist organisations, that he/she intends favouring, promoting 
and or supporting them in activities, and lastly, is aware of the terrorist nature of 
the activity that will be realised thanks to his/her activity.   
 
Therefore the crime could also be committed if the subject acted intentionally. In 
said case, the offender would foresee and accept the risk of the event occurring, 
even though not directly wanting it. The prediction of the risk of the event 
occurring and the voluntary nature of committing the crime must however be 
inferred, from unique, objective aspects. 
  
The criminal activity could therefore be committed, for example: 
- by having relations with banks included on international lists on 

combating terrorism, or, in any case, suspected of having links with 
terrorist organisations; 

- by employing persons included on international lists on combating 
terrorism, or, in any case, suspected of having links with terrorist 
organisations; 

- by accepting invoices from subjects included on international lists on 
combating terrorism, or, in any case, suspected of having links with 
terrorist organisations; 

- by making payments, also through third parties (e.g. triangulation), in 
favour of subjects included on international lists on combating terrorism, 
or, in any case, suspected of having links with terrorist organisations; 

- by accepting payments, also through third parties (e.g. triangulation), in 
favour of subjects included on international lists on combating terrorism, 
or, in any case, suspected of having links with terrorist organisations; 

- by granting goods and/or services as complimentary to subjects and/or 
entities with links to international terrorism. 
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This Special Part incorporates the internal procedural updates which occurred 
following the approval of the new corporate organisational chart and the revision 
of the activities described in the Process Guides relating to the At-Risk Areas set 
out below. 
 
2. Penalties for Crimes committed for the purposes of terrorism 

and subversion of democracy 
 
A table follows, summarising penalties contemplated in Article 25-quater of 
Legislative Decree 231/2001, with particular reference to Crimes committed for 
the purposes of terrorism and subversion of democracy.  
 

Crime Financial penalty Ban 

Crimes committed for 
the purposes of 
terrorism and 
subversion of 
democracy punished 
with imprisonment of 
less than 10 

From 200 to 700 units 

- a ban on performing the 
activity; 
- suspension or withdrawal of 

authorisations, licences or 
permits enabling the crime 
to be committed; 
- a ban on dealing with the 

Public Administration, 
other than to obtain a public 
service; 
- the exclusion from 

concessions, loans, grants 
and subsidies and possible 
revocation of those already 
granted; 
- a ban on advertising goods 

or services. 
 
The above bans may be given 
for a duration of no less than 
one year. 
If the entity or one of its 
organisational units is 
regularly used for the sole or 
primary purpose of enabling 
or facilitating the commission 
of the crimes in relation to 
which it may be liable, the 
definitive ban from 
performing the activity is 
applied pursuant to Article 16, 
paragraph 3 of Legislative 
Decree 231 of 2001. 

Crimes committed for 
the purposes of 
terrorism and 

From 400 to 1000 
units 

- a ban on performing the 
activity; 
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Crime Financial penalty Ban 

subversion of 
democracy punished 
with imprisonment of 
more than 10 

-  suspension or withdrawal 
of authorisations, licences 
or permits enabling the 
crime to be committed; 
- a ban on dealing with the 

Public Administration, 
other than to obtain a public 
service; 
- the exclusion from 

concessions, loans, grants 
and subsidies and possible 
revocation of those already 
granted; 
- a ban on advertising goods 

or services. 
 
The above bans may be given 
for a duration of no less than 
one year. 
If the entity or one of its 
organisational units is 
regularly used for the sole or 
primary purpose of enabling 
or facilitating the commission 
of the crimes in relation to 
which it may be liable, a 
permanent ban on 
performing the activity is 
applied pursuant to Article 16, 
paragraph 3 of Legislative 
Decree 231 of 2001. 

 
In addition to the above penalties, additional measures of applicable legislation 
should also be considered (i.e.: confiscation of the price or proceeds of the crime 
and publication of the conviction). 
 
 
 
 
 
 
3. At-risk Areas 
 
As regards Crimes committed for the purposes of terrorism and subversion of 
democracy, Exetra SpA, has identified the following At-risk Areas: 
 

• Management of the origination & business development process; 
• Management of commercial onboarding; 
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• Management of the operational process; 
• Ancillary purchases; 

• Management of accounting, financial statements and taxation; 

• Planning, administration and treasury; 

• Management of human resources; 

• Gifts, donations and sponsorships; 

• Management of correspondents. 
 
 
4. Rules for general conduct in At-risk Areas 

 
To prevent the commission of Crimes committed for the purposes of terrorism 
and subversion of democracy identified in paragraph 1 above, and considered 
relevant for Exetra SpA, Recipients involved in the performance of Sensitive 
Activities in identified At-risk Areas, and in general all Recipients of the Model, 
are required to comply with the following general rules of conduct, without 
prejudice to indications in the Code of Ethics and specific Company procedures: 
- refrain from engaging in, collaborating with or causing a conduct that gives 

rise, whether individually or collectively, directly or indirectly, to the types of 
crimes contemplated in Article 25-quater of the Decree; 

- refrain from using, even occasionally, Exetra SpA or one of its Company 
Functions in order to allow or facilitate the commission of one or more 
Crimes committed for the purposes of terrorism and subversion of 
democracy; 

- refrain from providing, whether directly or indirectly, funds in favour of 
persons who intend to commit one or more Crimes the purposes of terrorism 
or subversion of democracy, or in favour of persons who pursue, directly or 
as nominees, purposes of terrorism or subversion of democracy, facilitating 
their pursuit of their criminal objectives by making financial resources 
available or in any case increasing their financial resources. The funds and 
economic resources provided to an individual or group are taken into 
consideration in the knowledge - or at least with reasonable suspicion - that: 
• said is for the purposes of terrorism or subversion of democracy; 
• the beneficiary of the funds will give them to such groups; 
• the financial resources will be used to commit attacks on the security of 

transport and aircraft, life and the safety of diplomats kidnapping and /or 
circulation of weapons, including nuclear weapons; 

- refrain from providing services or payments in favour of third parties which 
are not adequately justified in the context of the contractual relationship 
established with them; 

- refrain from providing services or payments in favour of third parties which 
are not adequately justified in the context of the contractual relationship 
established with them; 

- refrain from giving complimentary items to entities and subjects included on 
the UN List and/or in all reference Lists concerning the prevention of 
terrorism of any kind. 

 



 

10 

 
Rev. June 2021 

In view of the above, in order to prevent the commission of the crimes 
contemplated in Article 25-quater of Legislative Decree 231 of 2001, the 
Company adopts rules of conduct based on the following measures: 
- checks that any financial transaction requires prior knowledge by the 

beneficiary, at least directly, of the relevant amount of money; 
- checks that the assignments of significant value are concluded with the 

natural and legal persons on whom suitable checks, controls and assessments 
have been previously carried out (by way of example but not limited to: 
consultation of Lists, control of any presence on them, personal references, 
etc.); 

- checks on the commercial and professional reliability of trade/financial 
suppliers and partners; 

- checks that data collected on relations with third parties are complete and up 
to date both, for correct and timely identification thereof and for a valid 
evaluation of the profile; 

- checks on the regularity of payments, with reference to the full 
correspondence between beneficiaries/payers of payments and 
counterparties actually involved in the transactions;  

- formal and substantial controls on company cash flows, with reference to 
payments to third parties. These controls must take account of the registered 
office of the other company (e.g. countries at risk of terrorism, etc.), banks 
used (e.g. the registered office of banks involved in transactions and institutes 
that are not permanently established in any country, at risk of terrorism), and 
any company covers and fiduciary structures used for transactions or 
extraordinary operations;  

- determination of the minimum requirements for bidders and criteria for 
evaluating bids in standard contracts;  

- identification of a function responsible for defining and evaluating bids in 
standard contracts;  

- identification of a body/operational unit in charge of contract performance, 
indicating the duties, roles and responsibilities;   

- adoption of appropriate personnel training programmes. 
 
 
Save for the need to adopt a general conduct, as indicated above, with specific 
reference to Crimes committed for the purposes of terrorism and subversion of 
democracy, identified in paragraph 1, the Company has adopted and 
implemented specific Procedures, which are also applicable to the crime of 
receiving, laundering and using money, goods or assets of unlawful origin, 
analysed in the relative special part, to which reference is made.  
 
 
5. Rules for specific conduct in individual At-risk Areas 
 
MANAGEMENT OF THE ORIGINATION & BUSINESS DEVELOPMENT 
PROCESS  
 
Description of Sensitive Activities 
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These are activities related to: 

- Management of the separation of commercial trading and banking; 
- Qualification of counterparties; 
- Management of documentation. 

 
Company functions involved 

 
Company functions involved in carrying out the above activities: 
- Managing Director 
- General Manager; 
- Origination & Business Development function 

 
Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 
- Associations for the purposes of terrorism, including international 

terrorism, or subversion of democracy (Article 270 bis of the Criminal 
Code); 

- Financing of terrorism (Article 2 Convention of New York). 
 
Preventive controls 

 
As regards the risks of committing the above crimes, Exetra SpA has adopted the 
following preventive control system.  
 
Management of the separation of commercial trading and banking 
- The Company monitors compliance with internal regulations, based on 

which it cannot carry out banking or financial activities; 
- The Company organises its continuing professional development 

regarding reference regulations and Company activities. 
 
Qualification of counterparties 
 
- The Company obtains evidence of the reputation and financial robustness 

of counterparties indicated by the Parent Company; 
- the Company carries out initial qualification relative to counterparties 

identified in the absence of indications from the ISP Group. 
 
Management of documentation: 
- Process traceability including both the electronic and the paper trail: 
- ; 
- Each significant stage of agreements with third parties involved in the 

Origination & Business Development process must be recorded in specific 
written documents; 
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- Each contract stipulated is formalised in a document, duly signed by 
subjects with suitable powers based on the system of powers and authority 
adopted; 

- To retrace responsibilities and reasons for choices made, each function is 
responsible for filing and keeping documentation produced, also 
electronically, as well as final agreements/contracts, as part of their 
activities in the Origination process 

 
 
MANAGEMENT OF COMMERCIAL ONBOARDING 
 
Description of Sensitive Activities 
 
These are activities related to: 
- Qualification of counterparties; 
- Assessment of the characteristics of the good for sale; 
- Management of documentation 
- Controls and monitoring. 

 
Company functions involved 

 
Company functions involved in carrying out the above activities: 
- Chief Executive Officer; 
- General Manager; 
- Structuring & Execution function; 
- Controls Function; 
- Planning and Administration Function. 

 
Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 
- Associations for the purposes of terrorism, including international 

terrorism, or subversion of democracy (Article 270 bis of the Criminal 
Code); 

- Financing of terrorism (Article 2 Convention of New York). 
 
 
Preventive controls 

 
As regards the risks of committing the above crimes, Exetra SpA has adopted the 
following preventive control system.  
 
 
 
Qualification of counterparties 
 
- the Company carries out reputation analysis on counterparties; 
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- the Company carries out anti-corruption analysis on counterparties; 
- the Company carries out technical analysis on counterparties; 
- The Company carries out economic analysis on counterparties; 
- The Company evaluates credit recoverability, through the function of 

SACE (or another entity); 
- The Company carries out controls on the destination country of the good 

for sale; 
- The Company carries out a control on the ultimate recipient of the dual use 

good for sale. 
 
Assessment of the characteristics of the goods for sale 
- The Company carries out controls on the product sector of the good for 

sale; 
- Control of any dual use characteristic of the goods for sale; 
- Evaluation of the purchase price of goods; 
- Control of the consistency between the goods for sale and the product 

sector of the purchaser. 
 
Management of documentation: 
Process traceability including both the electronic and the paper trail: 
- Each significant stage of agreements with third parties involved in the 

Onboarding process must be recorded in specific written documents; 
- Each contract stipulated is formalised in a document, duly signed by 

subjects with suitable powers based on the system of powers and authority 
adopted; 

- To retrace responsibilities and reasons for choices made, each structure is 
responsible for filing and keeping documentation collected and produced, 
also electronically, as well as final agreements/contracts, as part of their 
activities in the commercial onboarding process. 

 
Controls and monitoring 

- The Company verifies the completeness and level of updating of the lists 

provided by ISP on countries with trade restrictions; 

- The Company checks that job order folders are complete. 

 
 
MANAGEMENT OF THE OPERATIONAL PROCESS 
 
Description of Sensitive Activities 
 
These are activities related to: 
- The definition and management of job order mark-up authorisation levels; 
- Request for authorisation for dual-use items; 
- Management of contracts; 
- Management of documentation; 
- Controls and monitoring. 
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Company functions involved 
 

Company functions involved in carrying out the above activities: 
- Chief Executive Officer; 
- General Manager; 
- Structuring & Execution function; 
- Controls Function; 
- Planning and Administration Function. 

 
Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 
- Associations for the purposes of terrorism, including international 

terrorism, or subversion of democracy (Article 270 bis of the Criminal 
Code); 

- Financing of terrorism (Article 2 Convention of New York). 
 
Preventive controls 

 
As regards the risks of committing the above crimes, Exetra SpA has adopted the 
following preventive control system.  
 
 
 
The definition and management of job order mark-up authorisation 
levels 
- Compliance with authorisation levels useful for monitoring the job order 

mark-up. 
 
Request for authorisation for dual-use items 
- Formal application and obtaining the authorisation to export dual-use 

items. 
 
Management of contracts 
- Legal aspects are managed by the dedicated ISP Legal function, based on 

a service agreement between Exetra and the Parent Company. 
- Preparation of contract standards that appropriately define the scope of 

ownership of the good; 
- Preparation of contract standards that appropriately define responsibility 

for transport and delivery; 
- Provision of a clause in the standard contract with counterparties 

regarding conformity to the Company's Organisation, Management And 
Control Model; 

- Preparation of contract standards that appropriately define exceptions to 
ownership rights (constraints and obligations in favour of third parties); 

- Preparation of contract standards that appropriately define warranties 
against defects of the good for sale; 
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- Preparation of contract standards that define specific elements as a 
condition for the contract to be effective; 

- Preparation of contract standards that define the Company's responsibility 
regarding additional obligations; 

- Preparation of contract standards that define the Company's responsibility 
regarding failure to observe legal and regulatory provisions on dual use; 

- Preparation of contract standards enabling the Company to carry out 
controls at the supplier; 

- Signing of contracts according to Italian or UK legislation and/or controls 
on the wording of the contract as regards foreign law; 

- Existence of rules for defining contract clauses other than those indicated 
in standard contracts; 

- Obtaining acceptance of goods by the customer. 
 
 
Management of documentation: 
- Process traceability including both the electronic and the paper trail: 
- Each significant stage of agreements with third parties involved in the 

Operational process must be recorded in specific written documents; 
- Each contract stipulated is formalised in a document, duly signed by 

subjects with suitable powers based on the system of powers and authority 
adopted; 

- To retrace responsibilities and reasons for choices made, each function is 
responsible for filing and keeping documentation produced, also 
electronically, as well as final agreements/contracts, as part of their 
activities in the operational process. 

 
Controls and monitoring 
- Monitoring of authorisation levels useful for monitoring the job order 

mark-up; 
- Quarterly monitoring of job order results; 
- Monitoring of the correct use of defined contract standards; 
- Control on the reliability of the bank for the discount of the amount 

receivable. 
 
ANCILLARY PURCHASES 
 
Description of Sensitive Activities 
 
These are activities related to: 
- The qualification, selection and assessment of suppliers; 
- The formalisation of relations with suppliers; 
- Management of documentation. 

 
Company functions involved 

 
Company functions involved in carrying out the above activities: 
- Chief Executive Officer; 
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- General Manager; 
- Planning and Administration Function. 

 
Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 
- Associations for the purposes of terrorism, including international 

terrorism, or subversion of democracy (Article 270 bis of the Criminal 
Code); 

- Financing of terrorism (Article 2 Convention of New York). 
 
Preventive controls 

 
As regards the risks of committing the above crimes, Exetra SpA has adopted the 
following preventive control system.  
 
  
The Company has a service agreement in place with the Parent Company on the 
management of ancillary purchases, which defines the roles and responsibilities 
of the counterparties. 
The reference structure will carry out its activities in compliance with the Parent 
Company's Organisation, Management And Control Model, also making specific 
reference to the Protocol "Management of purchase procedures and assignment 
of professional appointments". The activities and controls in the supplier 
qualification and sourcing processes carried out by the Parent Company are 
described in the Guidelines for Group Purchasing, which are implemented by 
Exetra SpA and in the Rules for Group Purchasing. 
The following controls are overseen by Exetra:  
 

Formalisation of relations with suppliers 
- Provision, in the case of direct contracts, for the involvement of the 

organisational unit responsible for the drafting of specific clauses relating 
to: 
a) the obligation of suppliers to comply with the Organisation, 
Management And Control Model and the Code of Ethics of the Company 
and/or the Parent Company; 
b) standard contractual clauses concerning compliance with the provisions 
on immigration and the legal residence of nationals of non-EU countries 
in contracts for the supply of workers to temporary employment 
agencies/work agencies; 
c) in the context of the acquisition of products/works protected by 
industrial/intellectual property rights, provide for the involvement of the 
competent legal office in the definition, where applicable, of contractual 
clauses containing the commitment/attestation (as the case may be) of the 
counterparty; 
d) the signing by third parties (e.g., consultants/business partners) who 
have access to inside information of specific confidentiality clauses 
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e) standard contractual clauses concerning compliance with applicable 
health, safety and environmental regulations, as well as safety costs in 
labour supply, contracting and subcontracting agreements. 

 
 

The monitoring of goods/services received 
- Execution of an initial analysis of the purchased goods (goods entry) 

and/or certification of the service received by the requesting function. 
 
Management of documentation: 
- Process traceability including both the electronic and the paper trail; 
- Each significant stage of agreements with third parties involved in the 

purchasing process must be recorded in specific written documents; 
- Each contract stipulated is formalised in a document, duly signed by 

subjects with suitable powers based on the system of powers and authority 
adopted; 

- To retrace responsibilities and reasons for choices made, each structure is 
responsible for filing and keeping documentation produced, also 
electronically, as well as final agreements/contracts, as part of their 
activities in the process for purchasing ancillary items. 

 
MANAGEMENT OF ACCOUNTING, FINANCIAL STATEMENTS AND 
TAXATION 
 
Description of Sensitive Activities 
 
These are activities related to: 
- Management of accounting; 
- Management of financial statements; 
- Management of tax obligations, the preparation and filing of tax returns 

and payment of taxes; 
- Management of documentation. 

 
Company functions involved 

 
Company functions involved in carrying out the above activities: 
- Chief Executive Officer; 
- General Manager; 
- Structuring & Execution function; 
- Planning and Administration Function. 

 
Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 
- Financing of terrorism (Article 2 Convention of New York) 
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Preventive controls 
 

As regards the risks of committing the above crimes, Exetra SpA has adopted the 
following preventive control system.  
 
The Company has a service agreement with an external outsourcer for the 
management of accounting and tax obligations that defines the roles and 
responsibilities of the counterparties. Through this outsourcer, accounting and 
financial data are processed and then sent to the Exetra Parent Company. 
 
Management of accounting 
- Control of the correct recognition of the invoice in the accounts; 
- Control of the correct recognition of the premium; 
- Existence of rules to manage the Chart of Accounts; 
- Formal definition of authorisation levels for making changes to the Chart 

of Accounts; 
- Control of the outsourcer's compliance with the contract. 

 
Management of financial statements 
- Existence of rules for the preparation of Financial Statements, establishing 

which data and information must be given to Administration; 
- Formal controls of financial statement data (e.g. checking the control 

version against the actual version in order to check for any accounting 
records not entered in the financial statements or records entered in the 
financial statements which have not been recorded in the accounts). 
 

Management of tax obligations, the preparation and filing of tax 
returns and payment of taxes.  
- Existence of rules to manage tax obligations; 
- Existence of rules to ensure that taxes are calculated; 
- Monitoring of legal obligations, based on specific schedules, to avoid 

delays in filing tax returns and/or tax documents; 
- Existence of rules to ensure that tax returns are signed by the legal 

representative; 
- Ongoing monitoring of tax regulations, also with the support of 

consultants and the Parent Company. 
 
Management of documentation 
- Process traceability including both the electronic and the paper trail: 
- Each significant stage of agreements with third parties involved in the 

accounting, financialstatements and taxation processes, must be recorded 
in specific written documents, formalised and, if necessary, duly signed by 
subjects with suitable powers based on the system of powers and authority 
adopted; 

- To retrace responsibilities and reasons for choices made, each structure is 
responsible for filing and keeping documentation produced, also 
electronically, as part of their activities in the accounting, financial 
statements and taxation processes. 
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PLANNING, ADMINISTRATION AND TREASURY 
 
Description of Sensitive Activities 
 
These are activities related to: 
- Management of customer and supplier master records; 
- Management of active and passive invoicing; 
- Management of relations with the Board of Statutory Auditors; 
- Opening and/or closing and management of current bank accounts; 
- Management of iproceeds; 
- Management of payments; 
- Company cash management; 
- Management of company cash (management of credit cards); 
- Treasury management; 
- Management of documentation; 
- Controls and monitoring. 

 
Company functions involved 

 
Company functions involved in carrying out the above activities: 
- Chief Executive Officer; 
- General Manager; 
- Controls Function; 
- Structuring & Execution function; 
- Planning and Administration Function. 

 
Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 
- Associations for the purposes of terrorism, including international 

terrorism, or subversion of democracy (Article 270 bis of the Criminal 
Code); 

- Financing of terrorism (Article 2 Convention of New York). 
 
 
Preventive controls 

 
As regards the risks of committing the above crimes, Exetra SpA has adopted the 
following preventive control system.  
 
The Company has a service agreement with an external outsourcer for 
administrative management that defines the roles and responsibilities of the 
counterparties. 
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Management of customer and supplier master records 
- Existence of rules and criteria for creating, amending and deleting 

customer/supplier master records; 
- Limitation on access to the system to manage customer/supplier master 

records; 
- Existence of controls to ensure the accuracy/completeness of data entered 

in master records (e.g. minimum, self-blocking fields, etc.). 
 
Management of active and passive invoicing 
- Existence of formalised rules governing the active and passive invoicing 

process; 
- Existence of formalised rules governing the process to issue and monitor 

credit/debit notes; 
- Control on the consistency between invoicing data and the relative 

contract (or other related documents) and controls on the consistency and 
accuracy and correctness of the invoice received, prior to registration in 
the accounts; 

- Formal request and approval for the issue of debit/credit notes; 
- Control, if due, that the value added tax has been applied in the correct 

percentage with respect to the object of the purchase/sale and control that 
it has correctly been applied to the taxable amount (correct amount); 

- Check of proceeds and payments. 
 
Management of relations with the Board of Statutory Auditors 
- Specific regulations governing the management of requests for 

information, as well as of data and documents (delivered or made 
available) received by the Board of Statutory Auditors and that are based 
on principles of transparency and cooperation. 

 
Opening and/or closing and management of current bank accounts 
- Existence of rules and authorisation levels to open and close current 

accounts with banks and financial institutions and periodic reconciliation 
of current accounts. 

 
Management of proceeds 
- Existence of rules governing the management of proceedsand credit: 

o controls to accept any inflows through the use of triangulation 
(payments received from subjects other than the actual beneficiaries of 
the goods and services sold by the Company); 

o monitoring of overdue amounts; 
o definition of ordinary credit management interventions (e.g., 

reminders, enforcement of guarantees, repayment plans, etc.); 
o procedures and criteria for managing hard-to-collect credit; 
o roles, procedures and criteria for periodic credit assessment. 

- Specific preventive controls on the management of payments and 
proceeds, such as: 
o control of the registered office of the counterparty (e.g. controls for tax 

havens); 
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o control of banks used (the registered office of banks involved in 
transactions and institutes that are not permanently established in any 
country); 

o controls of payments andproceeds with reference to the counterparties 
actually involved in transactions; 

o existence of a ban on making payments with persons indicated in 
Reference Lists (e.g. of the Financial Intelligence Unit), or that are part 
of organisations listed therein. 

 
Management of payments 
- Specific preventive controls on the management of payments and 

proceeds, such as: 
o control of the registered office of the counterparty (e.g. controls for tax 

havens); 
o control of banks used (the registered office of banks involved in 

transactions and institutes that are not permanently established in any 
country); 

o controls of payments and proceeds with reference to the counterparties 
actually involved in transactions; 

o existence of a ban on making payments with persons indicated in 
Reference Lists (e.g. of the Financial Intelligence Unit), or that are part 
of organisations listed therein. 

- Formal authorisation to pay for the service. 
 
Company cash management 
- Existence of rules to manage company cash, that require at least the 

following: 
a) the identifications of cash transactions; 
b) specific authorisation levels. 

- Periodic company cash reconciliations, 
 

Management of company cash (management of credit cards) 
- Existence of rules to manage credit cards, that require at least the 

following: 
a) criteria and procedures for assigning / withdrawing company 
credit/debit cards (including authorisation levels and the definition of 
types of admissible spending and relative limits); 
b) carrying out, controls and review of reconciliations of periodic 
reporting, including findings with justified supporting documents. 

 
Treasury management 
- Existence of rules for corporate treasury management; 
- Checks on the correct timing of payments and collection of proceeds 

resulting from business transactions; 
- Checks on the correct timing of payments and collection of proceeds not 

resulting from business transactions;  
- Taking out of loans with banks to cover any cash needs.  
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Management of documentation: 
- Process traceability including both the electronic and the paper trail: 
- Each significant stage of relations with third parties involved in the 

Planning, Administration and Treasury process must be recorded in 
specific written documents, formalised and, if necessary, duly signed by 
subjects 

- To retrace responsibilities and reasons for choices made, each structure is 
responsible for filing and keeping documentation produced, also 
electronically, as part of their activities in the Planning, Administration 
and Treasury process. 

 
Controls and monitoring 
- Check on compliance of proceeds and payments. 

 
 
MANAGEMENT OF HUMAN RESOURCES 
 
Description of Sensitive Activities 
 
These are activities related to: 
- Management of the staff selection and recruitment process; 
- Management of employee master records; 
- Management of employee performance appraisals, the remuneration 

policy and performance bonuses; 
- Management of the reimbursement of expenses and travel; 
- Processing and preparation of social security statements; 
- Management of training, including funded training; 
- Management of documentation: 

 
Company functions involved 

 
Company functions involved in carrying out the above activities: 
- General Manager; 
- Chief Executive Officer. 

 
Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 
- Associations for the purposes of terrorism, including international 

terrorism, or subversion of democracy (Article 270 bis of the Criminal 
Code); 

- Financing of terrorism (Article 2 Convention of New York). 
 
 
 
 
 



 

23 

 
Rev. June 2021 

Preventive controls 
 

As regards the risks of committing the above crimes, Exetra SpA has adopted the 
following preventive control system.  
 
The Company has a service agreement in place with the Parent Company  
for the management of the recruitment, management and training of human 
resources, which sets out the roles and responsibilities of the counterparties. 
The organisational unit involved will carry out its activities in conformity to the 
Parent Company's Organisation, Management And Control Model, also referring 
specifically to its own regulatory instruments.  
The following controls are overseen by Exetra:  
 
 
Personnel recruitment and management 
- Planning of the recruitment of new employees on the basis of the needs 

expressed by function managers and a specific recruitment plan approved 
by the corporate bodies; 

- Identification and approval of the minimum requirements (profile) for the 
role and the relevant salary level in compliance with the National 
Collective Labour Agreements (where applicable) and in line with the 
reference salary scales; 

- Search for several candidates according to the complexity of the role to be 
filled and documentation of the reasons for the choices made when 
selecting the candidate; 

- Formal pre-hiring checks related to: 
o ascertaining the absence of conflicts of interest between the recruiter 

and the candidate, and between the candidate and the Company; 
o the existence of any family relationship between the candidate and 

representatives of the Public Administration; 
- Formal checks on the absence of candidates from Reference Lists (e.g., 

FIU, UN/OFAC/EU/PEP) or from organisations  listed therein; 
- Valid residence permit required at the time of recruitment (in the case of 

candidates who are nationals of non-EU countries); 
- Provision of a ban on the use of child labour. 

 
 
 
Management of employee master records 
- The Company has a service agreement in place with the Parent Company 

for the management of human resources, which sets out the roles and 
responsibilities of the counterparties; 

- Existence of a schedule of the expiry of staff residence permits and their 
monitoring in order to manage reminders to the staff concerned; 

- Provision of rules for entering a new name and for modifying/deleting 
existing employees from the master records; 

- Restriction of access to the employee database management system to 
authorised personnel only; 
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- Monitoring of employee records to verify the correctness and accuracy of 
the information entered and any changes made without authorisation. 

 
 
Management of employee performance appraisals, the remuneration 
policy and performance bonuses 
- Definition of processes to manage the remuneration policy/bonuses for 

personnel and criteria for performance appraisals. 
 
Management of the reimbursement of expenses and travel 
- Definition of the type of expenditure in the process to manage travel 

expenses; 
- Approval of expense reports; 
- Controls on the completeness and accuracy of data entered in requests for 

the reimbursement of expenses and relative correspondence with 
supporting documentation. 

 
Payroll management 
- The Company has a service agreement in place with the Parent Company 

for the management of human resources, which sets out the roles and 
responsibilities of the counterparties. 

- Check of the correctness of the salaries paid, in line with the terms and 
conditions laid down in the employment contract; 

- Identification of how staff attendance/absence is recorded, restriction of 
access to the attendance/absence system; 

- Formal check of correct payroll calculation. 
 
Processing and preparation of social security statements 
- The Company has a service agreement in place with the Parent Company 

for the management of human resources, which sets out the roles and 
responsibilities of the counterparties. 

- Monitoring of deadlines to be met for 
communications/complaints/obligations towards the competent public 
entities; 

- Periodic check of the payment of social security and welfare contributions 
by a person other than the one who made the payment; 

- Collection, control and approval of documentation to send to public 
officials or public service officers, with support from competent functions. 

 
Financed training management 
- The management of training is the responsibility of the Parent Company's 

human resources department under a service agreement; 
- Check of the actual provision of financed training and of the correctness of 

the documentation prepared for that purpose; 
- Formal approval of financed  training projects by a person with 

appropriate powers. 
 
 
Management of documentation: 
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Process traceability including both the electronic and the paper trail: 
- Each significant stage of agreements with personnel must be recorded in 
specific written documents; 
- Each agreement/contract with third parties is formalised in a document, 
duly signed by subjects with suitable powers based on the system of powers and 
authority adopted; 
- To retrace responsibilities and reasons for choices made, each function is 
responsible for filing and keeping documentation produced, also electronically, 
as well as final agreements/contracts, as part of their activities in the personnel 
recruitment and training process. 
 
 
 
GIFTS, DONATIONS, SPONSORSHIPS AND ENTERTAINMENT EXPENSES 
 
Description of Sensitive Activities 
 
These are activities related to: 
- The management of gifts and giveaways; 
- Sponsorships and donations; 
- The management of entertainment expenses; 
- Management of documentation. 

 
Company functions involved 

 
Company functions involved in carrying out the above activities: 
- General Manager; 
- Chief Executive Officer; 
- Planning and Administration Function; 
- Requesting functions 

 
Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 
- Associations for the purposes of terrorism, including international 

terrorism, or subversion of democracy (Article 270-bis of the Criminal 
Code); 

- Financing of terrorism (Article 2 Convention of New York) 
 
 
Preventive controls 

 
As regards the risks of committing the above crimes, Exetra SpA has adopted the 
following preventive control system.  
 
The Company has a service agreement in place with the Parent Company on the 
management of gifts, donations and sponsorships that defines the roles and 
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responsibilities of the counterparties and procedures for managing and reporting 
such initiativesThe reference structure will carry out its activities in conformity 
to the Parent Company's Organisation, Management and Control Model, also 
referring specifically to its own regulatory instruments.The following controls are 
overseen by Exetra:  
 
 
The management of gifts and giveaways 
- The Company has adopted the Anti-Corruption Guidelines of Intesa 

Sanpaolo and, in line with the principles contained therein, has defined 
the types and limits of gifts and giveaways received and given. Specifically: 

- Definition of the types, limits and purposes of permitted gifts/benefits 
(gifts offered and received). 

- Definition of methods for tracing the gifts/benefits given/received and the 
relative recipients/offerers;  

- Definition of specific authorization levels for the offering of gifts or other 
benefits and with respect to thresholds.  

 
 
Sponsorships and donations 
- Existence of rules to manage sponsorships/donations; 
- Existence of a preliminary process to evaluate sponsorships/donations 

concerning, among others, the underlying reasons for the request and the 
benefits for the Company; 

- Approval of the sponsorship/donation by adequate authorisation levels; 
- Existence of standard contract provisions regarding the nature and type of 

contract, as well as contract provisions on the compliance of third parties 
with principles of control/ethics in managing activities, and the activities 
to carry out in the case of any deviations; 

- Control on the actual sponsorship/donation and the completeness and 
accuracy of data in the document certifying the transaction. 

 
Management of entertainment expenses 
- Definition of the type of expenditure permitted and relative criteria and 

limits; 
- Definition of procedures to support entertainment expenses and their 

specific authorisation levels; 
- The definition of the obligations and procedures for reporting expenditure, 

indicating the beneficiary and purpose, and control of supporting 
documents, to ensure that amounts required and expenses incurred 
correspond to work activities carried out. 

 
Management of documentation 
Process traceability including both the electronic and the paper trail: 
- Each relevant stage of agreements with third parties with reference to gifts, 

donations and sponsorships must be recorded in written documents; 
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- Each agreement/contract with third parties is formalised in a document, 
duly signed by subjects with suitable powers based on the system of powers 
and authority adopted; 

- To retrace responsibilities and reasons for choices made, each function is 
responsible for filing and keeping documentation produced, also 
electronically, as well as final agreements/contracts, as part of their 
activities in the process to enter into relations with third parties as regards 
gifts, donations and sponsorships. 

 
MANAGEMENT OF CORRESPONDENTS 
 
Description of Sensitive Activities 
 
These are activities related to: 
-  
- The evaluation of counterparties; 
- The management of relations with business intermediaries; 
- Management of documentation 
- Controls and monitoring. 

 
Company functions involved 

 
Company functions involved in carrying out the above activities: 
- Chief Executive Officer; 
- General Manager; 
- Origination & Business Development function 
- Controls Function; 
- Planning and Administration Function. 

 
Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 
- Associations for the purposes of terrorism, including international 

terrorism, or subversion of democracy (Article 270-bis of the Criminal 
Code); 

- Financing of terrorism (Article 2 Convention of New York) 
 
Preventive controls 
As regards the risks of committing the above crimes, Exetra SpA has adopted the 
following preventive control system.  
 
The evaluation of counterparties 
- Initial qualification relative to counterparties identified through subjects 

external to the ISP Group; 
- the Company carries out reputation analysis on counterparties; 
- the Company carries out economic analysis on counterparties. 
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Management of relations with commercial intermediaries 
- Existence of rules to manage relations with commercial intermediaries, 

including criteria for defining fees; 
- The obligation, in the case of privileged relations/conflicts of interest 

between the (Origination & Business Development function and 
correspondent, to report said, refrain from negotiating/managing the 
contract, delegating this activity to another subject/unit; 

- Standard contract provisions regarding the nature and type of contract, as 
well as contract provisions on the compliance of third parties with 
principles of control/ethics in managing activities, and the activities to 
carry out in the case of any deviations (see "Management of litigation in 
and out of court, and settlement agreements); 

- Fees specifically indicated in contracts stipulated with intermediaries; 
- Approval of the contract by adequate authorisation levels; 
- Evaluation of the conformity of the service received in relation to the 

contract content; 
- Counterparty training with reference to activities carried out. 

 
Management of documentation: 
Process traceability including both the electronic and the paper trail: 
- Each significant stage of agreements with third parties identified as 
correspondents must be recorded in specific written documents; 
- Each agreement/contract with third parties identified as correspondents 
is formalised in a document, duly signed by subjects with suitable powers based 
on the system of powers and authority adopted; 
- To retrace responsibilities and reasons for choices made, each structure is 
responsible for filing and keeping documentation produced, also electronically, 
as well as final agreements/contracts, as part of their activities in the processes 
to enter into and manage relations with correspondents. 
 
Controls and monitoring 
- Monitoring analyses of counterparties; 

- Monitoring the signature of the contract by adequate authorisation levels. 


