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CRIMES OF RECEIVING, LAUNDERING OR USING 
MONEY, GOODS OR BENEFITS OF UNLAWFUL ORIGIN 
AND SELF-LAUNDERING   
 
1. Crimes contemplated in Article 25-octies of Legislative Decree 

231 of 2001 and examples of main ways of committing such 
crimes 

 
Article 25-octies of Legislative Decree 231 of 2001, introduced by Legislative 
Decree 231 of 21 November 2007, refers to the following crimes:  

- Receiving stolen goods (Article 648 of the Criminal Code) 
- Money laundering (Article 648-bis of the Criminal Code); 
- Use of money, goods or benefits of unlawful origin (Article 648 ter of the 

Criminal Code); 
- Self-laundering (Article 648-ter.1 of the Criminal Code). 

 
The crimes contemplated in Article 25-octies of the Decree and considered in the 
abstract as possible for Exetra SpA ("the Company") are described in brief, below, 
along with the main ways said crimes can be committed. 
 
(i) Receipt of stolen goods (Article 648 of the Criminal Code) 

 
"Other than in cases of complicity in the crime, anyone who, in order to 
gain a profit for themselves or for others, obtains, receives or hides money 
or property deriving from any crime, or is otherwise involved in having 
them obtained, received or hidden, shall be liable to imprisonment for a 
term of two to eight years and a fine of €516 to €10,329. 
The penalty is increased if the crime relates to money or property from 
crimes of aggravated robbery pursuant to Article 628, third paragraph, 
or aggravated extortion pursuant to Article 629, second paragraph or 
aggravated theft pursuant to Article 625, first paragraph, 7-bis)1. 
If the offence is particularly minor, the penalty is imprisonment for a term 
of up to six years and a fine of up to €516. 
The provisions of this article shall apply even if the perpetrator of the crime 
from which the money or property originates cannot be charged or is not 
punishable or when a condition for prosecution of that crime is missing”. 
 

The article therefore punishes subjects that obtain, receive or hide money or 
property deriving from any crime. Therefore, the crime of receiving stolen goods 
could be committed in three, different ways: 

• the purchase, meaning the result of negotiations, for or without a 
consideration, whereby the party takes over ownership of the good;  

• the receipt, including any form of ownership of the good resulting from the 
crime, even if only temporary or for reasons of complaisance;  

 
1 Section entered by Article 8 of Legislative Decree no. 93 of 14 August 2013, converted into Law no. 119 of 
15 October 2013. 
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• the concealment, i.e. hiding the good resulting from the crime, after 
receiving it. 
 

Receipt of  stolen goods can also take place through interference in the purchase, 
receipt or concealment of the item. This activity concerns all mediation, or in any 
case putting the offender of the main crime in contact with the third-party 
purchaser. 

 
The aim of the law is therefore to prevent the perpetration of harm to the assets, 
which began with the predicate crime being committed, and to avoid the 
dispersion of the objects (money, personal property or real estate) arising from 
said. 

 
The crime of receiving stolen goods therefore requires a predicate crime, i.e. there 
is no receipt of stolen goods, if previously, no other crime was committed from 
which the received money or property originated. An essential requirement is that 
a crime exists, even if not necessarily against assets, as the money or other 
property could result from any type of crime. The concept of origin, where used, 
has a wider-ranging meaning, including all aspects that are connected with the 
crime.  
 
Lastly, Article 648 of the Criminal Code establishes an attenuating circumstance 
where the fact is particularly minor. 
 
The crime could be committed, for example: 

- by purchasing goods at a considerably lower price than normal market 
prices, accepting the risk that the goods for sale are from a previous crime 
(theft, counterfeiting, etc.); 

- recording in the accounts or filing invoices payable for the purchase of 
goods/utilities from a previous crime; 

- collecting sums of money from countries with preferential tax treatment or 
from subjects included on international black lists, accepting the risk that 
these sums come from a previous crime (e.g. tax evasion/avoidance, 
terrorist activities, etc.). 
 
(ii) Money laundering (Article 648-bis of the Criminal Code) 
 
"Other than in cases of complicity in the crime, anyone who substitutes or 
transfers money, goods or other benefits from an intentional crime, or 
carries out other transactions in relation to them, in order to prevent the 
identification of their criminal origin, shall be liable to imprisonment for a 
term of four to twelve years and a fine of €5,000 to €25,0002 
The penalty is increased when the offence is committed while performing 
a professional activity. 

 
2 Penalties increased by Law 186/2014 
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The penalty is reduced if the money, goods or other benefits originate from 
a crime for which the penalty is imprisonment for a term of less than a 
maximum of five years.  
The last paragraph of Article 648 of the Criminal Code applies”. 
 

The purpose of this final paragraph is to punish conduct or, rather, processes 
through which the unlawful origin of a profit is hidden, concealing it so that it 
appears legitimate. In other words, the rationale of Article 648-bis of the Criminal 
Code is to punish the group of operations necessary to attribute a simulated 
lawful origin to assets of an unlawful origin.  

 
In this way, the law in question also has the additional aim of preventing 
offenders from being able to use capital that has been unlawfully acquired, by 
putting it back in circulation, adjusted and therefore which may also be invested 
in lawful economic/production activities. 

 
The law punishes subjects that replace or transfer goods or other benefits from 
intentional crimes. As a result, the crime of money laundering is committed by 
adopting the following conduct: 

- replacement, meaning the replacement of money, goods or other benefits of 
unlawful origin with different values; 

- transfer, including all conduct that implies the movement of money or other 
assets of unlawful origin, so as to lose trace of their origin. 
 

The crime of money laundering may also be committed through other direct 
operations intended, in any case, to prevent the identification of the unlawful 
origin of the money, goods or other benefits resulting from the intentional crime. 
In this case, reference is made to operations which are not only intended to 
prevent, but also make it hard to identify the unlawful origin of said goods, 
through any means. 
 
Lastly, Article 648 of the Criminal Code establishes an aggravating circumstance 
and an attenuating circumstance. The first refers to the hypothesis that the crime 
is committed while exercising a professional activity. In this case, the rationale 
behind this aggravated circumstance is to discourage the use of experts to replace 
money of unlawful origin.  The attenuating circumstance refers instead to the case 
where the goods or other benefits originate from a crime for which the penalty is 
imprisonment for a term of less than five years. This is an attenuating 
circumstance based on the presumption of the reduced severity of the laundering 
of money from a crime punished with a sentence that is not particularly high. 
 
The criminal activity could therefore be committed, for example: 

- by granting credit to subjects that use money of unlawful origin; 
- by purchasing goods or services with money from a previous crime (e.g. tax 

crime), committed, for example, by other Group companies; 
- by creating cash flows, also intercompany, intended to obstruct the 

identification of the origin of the money. 
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(iii) Use of money, goods or benefits of unlawful origin (Article 
648 ter of the Criminal Code) 

 
“Anyone who, other than in cases of complicity in the crime and the cases 
contemplated in Articles 648 and 648-bis, uses money, goods or other 
property resulting from a crime, shall be liable to imprisonment for a term 
of four to twelve years and a fine of €5,000 to €25,0003. 
The penalty is increased when the offence is committed while performing 
a professional activity. 
The penalty is reduced in the circumstance contemplated in the second 
paragraph of Article 648.  
The last paragraph of Article 648 of the Criminal Code applies”.  
 

The crime in question meets a dual aim: 
- preventing money of unlawful origin being turned into clean money; 
- the capital, although turned into clean money, cannot be lawfully used. 

 
Paragraph 1 of Article 648-ter of the Criminal Code contains a reservation clause, 
which states that only subjects who have not already participated in the main 
crime, i.e. receiving stolen goods or money laundering (Articles 648 and 648-bis 
of the Criminal Code) may be punished. Therefore, in order for the crime to be 
committed, a conduct involving the use of capital of an unlawful origin in 
economic or financial activities is necessary as a qualifying element in relation to 
the other types of crime mentioned.4. 

 
Lastly, Article 648-ter of the Criminal Code contemplates an aggravating 
circumstance, consisting in the hypothesis where the crime is committed in the 
exercise of a professional activity and an attenuating circumstance, referred to 
the fact that the money, goods or other benefits result from the crime for which 
the term of imprisonment is a maximum of five years. 
 
The criminal activity could therefore be committed, for example: 

- through the omission or inaccurate registration of data (including the 
registration of non-existent operations) in master records and/or the 
accounts, relative to the opening / changes in / closing of current accounts, 
as a means for providing for off-the book funds; 

- using sums of money from a previous crime committed by other companies 
of the Group or by third parties (e.g. tax evasion/avoidance, terrorist 
activities, etc.) in economic and financial activities; 

- granting goods and/or crediting sums (or a part of said) to fictitious current 
accounts used to launder money, with the formal justification of gifts, 
sponsorships or donations; 

- using money, goods or benefits of unlawful origin for managing investments 
(e.g. opening of a new head office). 

 
3 Penalties increased by Law 186/2014 
4 The term "use" must be considered as a synonym for "use in any case", i.e. use for any purpose. However, considering 
that the ultimate aim of the law in question is to prevent disturbance to the economic system, the use of money, goods or 
benefits of unlawful origin mainly refers to use for the purposes of profit. Therefore, the expression "economic or financial 
activities" means any sector suitable for realising profit. 
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(iv) Self-laundering (Article 648-ter1 of the Criminal Code) 
 
"The penalty of imprisonment for a term of two to eight years and a fine of 
€5,000 to €25,000 is imposed on anyone who, having committed or 
participated in committing an intentional crime, employs, replaces, 
transfers money, goods or other benefits from the commission of this crime 
into economic, financial, business or speculative activities, in order to 
prevent the identification of their criminal origin. 
The penalty is imprisonment for a term of one to four years and a fine of 
€2,500 to €12,500 if the money, goods or other benefits originate from the 
commission of an intentional crime punishable by imprisonment for a 
term lower than the maximum of five years. 
The penalties established in the first paragraph to apply however if the 
money, goods or other benefits originate from a crime committed in the 
conditions or for the purposes contemplated in Article 7 of Decree Law 152 
of 13 May 1991 ratified with amendments by Law 203 of 12 July 1991, as 
amended. 
Other than in the cases referred to in the paragraphs above, conduct where 
the money, goods or other benefits are aimed merely for personal use or 
enjoyment is not punishable. 
The penalty is increased when the offences are committed in performing a 
banking or financial activity or other professional activity. 
The penalty is reduced by up to half for those who have effectively acted to 
prevent the conduct from resulting in further consequences or to secure 
evidence of the offence and the identification of goods, money and other 
benefits from the crime. 
The final paragraph of Article 648 applies". 

 
The crime of self-laundering is a direct crime, as the offender is the person that 
committed, or was involved in committing, an intentional crime5 prior to the 
conduct of money laundering. 
The conduct involves using, replacing or transferring to economic, financial, 
business or speculative activities, the money, assets or other benefits resulting 
from the commission of the predicate crime, in such a way as to actually prevent 
the identification of their unlawful origin.  
 
This Special Part incorporates the internal procedural updates which occurred 
following the approval of the new corporate organisational chart and the revision 
of the activities described in the Process Guides relating to the At-Risk Areas set 
out below. 
 
 
 

 
5 The second paragraph of Article 648-ter.1 establishes an attenuating circumstance with a term of 
imprisonment from one to four years and a fine from €2,500 to €12,500 if the predicate crime is an intentional 
crime punished with a maximum term of imprisonment of five years.  
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2. Penalties for receiving, laundering and using money, goods or 
assets of unlawful origin, as well as self-laundering 

 
The table below summarises the penalties established by Article 25-octies of 
Legislative Decree 231 of 2001 for the entity if, due to the commission of the above 
crimes, an interest or benefit is realised for said. 

 

Crime 
Financial 
penalty 

Ban 

- Receipt of 
stolen 
goods 
(Article 
648 of the 
Criminal 
Code) 

- Money 
laundering 
(Article 
648-bis of 
the 
Criminal 
Code) 

- Use of 
money, 
goods or 
assets of 
illegal 
origin 
(Article 
648-ter of 
the 
Criminal 
Code) 

- Self-
laundering 
(Article 
648 ter1 of 
the 
Criminal 
Code). 

From 200 to 800 
units 

- ban on performing the activity; 
- suspension or withdrawal of 

authorisations, licences or 
permits enabling the offence to 
be committed; 

- ban on contracting with the 
Public Administration, other 
than to obtain a public service; 

- exclusion from concessions, 
loans, grants and subsidies and 
possible revocation of those 
already granted; 

- ban on advertising goods or 
services. 

If the money, 
goods or other 
benefits 
originate from 
a crime for 
which the 
penalty is 
imprisonment 

From 400 to 
1000 units 

- ban on performing the activity; 
- suspension or withdrawal of 

authorisations, licences or 
permits enabling the offence to 
be committed; 

- ban on contracting with the 
Public Administration, other 
than to obtain a public service; 
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for a term of 
more than five 
years 

- exclusion from concessions, 
loans, grants and subsidies and 
possible revocation of those 
already granted; 

- ban on advertising goods or 
services. 

 
In addition to the above penalties, additional measures of applicable legislation 
should also be considered (i.e.: confiscation of the price or proceeds of the crime 
and publication of the conviction). 
 
 
3. At-risk Areas 
 
As indicated in paragraph 1 above, for the purposes of committing the crimes 
contemplated in Article 25-octies of Legislative Decree 231 of 2001, the transfer 
of goods, money or other benefits or unlawful origin is a common and necessary 
requisite. 

 
As regards the Crimes of receiving, laundering and using money, goods or 
benefits of unlawful origin and self-laundering , Exetra SpA has identified the 
following “At-risk Areas”: 
 

• Management of the origination & business development process; 
• Management of commercial onboarding; 
• Management of the operational process; 
• Ancillary purchases; 

• Management of accounting, financial statements and taxation; 

• Planning, administration and treasury; 

• Gifts, donations and sponsorships; 

• Management of correspondents. 
 

*** 
 
As regards the crime of self-laundering, it would be necessary to consider all areas 
in which intentional crimes may be committed ("at source crimes"), of which the 
proceeds may be used, replaced, transferred to economic, financial, business or 
speculative activities, as at-risk areas. 
 
Debate is ongoing on whether only crimes already contemplated in Legislative 
Decree 231/2001 or even cases not included in this list, should be considered as 
predicate crimes of self-laundering. 
Pending legal developments that clarify this matter, on a prudential basis, current 
best practices suggest considering only "tax crimes" (Law 74/2000) as possible 
predicate crimes, in addition to the crimes already contemplated in Legislative 
Decree 231/2001. Therefore, in order to protect the company to the best extent 
possible, this approach was duly taken into account. 
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At-risk areas and relative Sensitive Activities listed are significant for the 
purposes of the crimes in Article 25-octies of Legislative Decree 231 of 2001 being 
committed, considering that they imply (or in any case are instrumental) to the 
active or passive transfer of goods, money or other benefits which - if of unlawful 
origin - would constitute a risk of the crimes in question being committed. 
 
As regards possible procedures for committing the crimes in question in the 
context of Exetra SpA, which, as mentioned previously, the characterising 
element of these crimes is the unlawful origin of their material object (or any 
entity that is economically viable and the subject of a possible exchange, such as 
money, credit instruments, payment instruments, credit rights, tangible and 
intangible assets in general, etc.), it is particularly hard to identify specific ways 
in which the crimes are committed ( any activity that concerns an asset or benefit 
of unlawful origin could, in the abstract, constitute one of the aforementioned 
crimes). 
 
However, when referring to  goods or benefits "resulting from a crime", we mean 
they must be the result of said crime (i.e. the result obtained by the offender in 
committing the crime), the profit (i.e.: the economic advantage obtained from the 
crime), or the price (the payment made to induce, incite, lead someone to commit 
the crime). 
 
With reference to the subjective element, as already mentioned, the crimes in 
question must entail an awareness of the unlawful origin of the goods6. 

 
Moreover, in order to consider the crimes together, the relationship of speciality 
between the crime of money laundering and of receiving stolen goods needs to be 
considered. In fact, the first refers to the purchase or receipt of money or other 
benefits indicated in the second crime, along with activities intended to obstruct 
the identification of the unlawful origin (Court of Cassation, Criminal 
Proceedings, Section II 09.05.2007, no. 32901). 
 
As regards the possible conduct of the entity, for example, a conduct that not only 
puts the purchaser in contact with the buyer, but also intervenes in the transfer 
of the goods of unlawful origin constitutes money laundering and not the receipt 
of stolen goods. This is because mediation is a part of the purchase contract, but 
the material transfer of the good from one party to another is an additional and 
different conduct that the mediator adopts with entities that act to prevent the 
identification of the asset's origin (cf. ex multis, Court of Cassation, Criminal 
Proceedings, Section V, 05.02.2007, no. 19288). 
 
In the same way, there is a relationship of speciality between the crime of using 
money, goods or other benefits of unlawful origin and of money laundering, 
which originates from the different subjective element required of the two crimes: 
whereas to commit the crime in Article 648 of the Criminal Code, there must be 
a general purpose of pursuing profit, to commit the crime in Article 648-bis of the 

 
6 According to a particularly strict interpretation - which is not shared by the legal majority - it would be sufficient to have 
acted in the doubt of an unlawful origin, accepting the risk, or to have so-called indirect or possible intention. 
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Criminal Code there must be the additional purpose of losing the traces of the 
unlawful origin and to commit the crime of Article 648-ter of the Criminal Code, 
there must be the purpose of using economic or financial activities (Court of 
Cassation, Criminal Proceedings, Section II 10.01.2003, no. 18103). 
 
In light of the above, it is therefore fundamentally important for the de quo to 
determine the circumstances that may be considered "anomalous" in relation to 
normal company operations and that may, consequently, be considered as 
potentially unlawful activities. These "anomaly indicators" include, by way of 
example only, the use of cash and/or bearer securities above limits and thresholds 
established by law, the use of financial intermediaries established in offshore 
countries, the fictitious use of subjects in business transactions and operations 
planned or carried out in conditions that are evidently different from market 
conditions. 
  
The level of knowledge the entity may acquire about its counterparties plays a 

central role, in order to protect it from involvement in operations that are 
potentially attributable to money laundering, the receipt of stolen goods or 
use of goods, money or benefits of unlawful origin.  

 
 
4. Rules for general conduct in At-risk Areas  
 
To prevent the commission of the crimes in this section, subjects involved in the 
management of sensitive activities in identified At-risk Areas are required to 
comply with the following general rules of conduct: 

a) refrain from adopting a conduct that constitutes the above crimes (Article 
25-octies of the Decree);  

b) refrain from adopting a conduct and/or carrying out acts intended to 
subsequently commit the crimes indicated in this section. 
 

As regards this conduct, it is prohibited in particular to: 

• engage in, collaborate with or cause a conduct that gives rise, whether 
individually or collectively, directly or indirectly, even only potentially, to 
the types of crimes indicated above (Article 25-octies of Legislative Decree 
231 of 2001); 

• receive, send, sell, purchase or in any case handle goods, money or other 
benefits, aware or in doubt of their unlawful origin; 

• infringe existing laws on receiving inflows and/or making payments, and in 
particular: 

- transferring cash (receiving inflows and making payments), in euro or 
foreign currency, when the value of such a transaction, even when split7, 
is equal in total or above legal limits (the transfer may however take 

 
7 A split transaction is a unit transaction of a total value equal to or above legal limits, carried out through several 
transactions, each of an amount below said limits, at different times and over a limited period of 7 (seven) days. However, 
a transaction may be considered as a split transaction, if the elements to consider it as such exist, regardless of the time 
frame. 
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place through banks, electronic money institutions and Poste Italiane 
S.p.A.); 

- issue or accept bank, postal cheques and bankers' drafts for amounts 
equal to or above legal limits without the wording "NOT 
NEGOTIABLE". 

 
As regards this conduct, it is mandatory in particular to: 

• adopt a conduct that is fair, transparent and cooperative, in compliance with 
laws, in all activities concerning company operations, and in particular in 
Sensitive Activities, keeping abreast of legal developments 

• check the reliability of trade suppliers and partners, based on some 
significant indices (e.g. detrimental public data or obtaining commercial 
information on the company, its members and directors); 

• follow criteria of transparency in performing company activities and 
selecting trade suppliers and partners, paying the utmost attention to 
information concerning third parties with whom Exetra SpA has financial 
or corporate dealings that may even only generate the suspicion of one of 
the crimes herein being committed; 

• check the regularity of inflows/payments, with reference to the full 
correspondence between beneficiaries/payers of payments and 
counterparties actually involved in the transactions; 

• preferably use bank transfers for receiving and making payments; 

• ensure the traceability of decision-making process stages relative to 
financial and corporate relations with third parties; 

• retain supporting documents on financial and corporate transactions, 
adopting all necessary security measures; 

• promptly inform the SB if there is any reasonable doubt about an event that 
could be related to situations connected to the above crimes; 

• promptly inform relevant persons - in compliance with provisions in 
internal regulations - whenever they become aware, suspect or have a 
reasonable belief to suspect that money laundering or terrorist financing is 
being, has been carried out or attempted; 

• not carry out replacements or transfers of money, goods or other benefits 
from an unlawful origin, or in relation to said, carry out other transactions 
that may prevent the identification of their unlawful origin. 

 
 
5. Rules for specific conduct in individual At-risk Areas 
 
MANAGEMENT OG THE ORIGINATION & BUSINESS DEVELOPMENT 
PROCESS 
 
Description of Sensitive Activities 
 
These are activities related to: 

- Management of the separation of commercial trading and banking; 
- Definition of the business plan; 
- Definition and analysis of services offered on the market; 
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- Promotion of new business opportunities; 
- Qualification of counterparties; 
- Management of relations and relationships with the market; 
- Management of documentation; 

 
Company functions involved 

 
Company functions involved in carrying out the above activities: 

- Managing Director 
- General Manager; 
- Origination & Business Development function; 
- Structuring & Execution function. 

 
Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 
 

- rReceipt of stolen goods (Article 648 of the Criminal Code) 
- Money laundering (Article 648 bis of the Criminal Code); 
- Use of money, goods or benefits of unlawful origin (Article 648 ter of the 

Criminal Code); 
- Self-laundering (Article 648 ter.1 of the Criminal Code). 

 
 
Preventive controls 

 
As regards the risks of committing the above crimes, Exetra SpA has adopted the 
following preventive control system.  
 
 
Management of the separation of commercial trading and banking 

- The Company monitors compliance with internal regulations, based on 
which it cannot carry out banking or financial activities; 

- The Company organises its continuing professional development 
regarding reference regulations and Company activities. 

 
Definition of the business plan 

- The Company sets out the business plan and the annual and multi-year 
budget targets. 

 
Definition and analysis of services offered on the market 

- The Company analyses the target market; 
- The Company identifies and defines the services offered.  

 
Promotion of new business opportunities 

- The Company identifies and promotes new business opportunities.  
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Qualification of counterparties 
- The Company obtains evidence of the reputation and financial robustness 

of counterparties indicated by the Parent Company; 
- the Company carries out initial qualification relative to counterparties 

identified in the absence of indications from the ISP Group; 
 
Management of relations and relationships with the market 

- Ensuring the Company’s operations in multiple sectors; 
- Ensuring the Company’s operations with counterparties from multiple 

channels.  
 
Management of documentation: 

- Process traceability including both the electronic and the paper trail: 
- Each significant stage of agreements with third parties involved in the 

Origination & Business Development process must be recorded in specific 
written documents; 

- Each contract stipulated is formalised in a document, duly signed by 
subjects with suitable powers based on the system of powers and authority 
adopted; 

- To retrace responsibilities and reasons for choices made, each function is 
responsible for filing and keeping documentation produced, also 
electronically, as well as final agreements/contracts, as part of their 
activities in the Origination process 

 
 
MANAGEMENT OF COMMERCIAL ONBOARDING 
 
Description of Sensitive Activities 
 
These are activities related to: 

- Qualification of counterparties; 
- Assessment of the characteristics of the goods for sale; 
- Management of documentation; 
- Controls and monitoring. 

 
Company functions involved 

 
Company functions involved in carrying out the above activities: 

- Chief Executive Officer; 
- General Manager; 
- Structuring & Execution function; 
- Controls Function; 

Planning and Administration Function. 
 

Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 
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- Receipt of stolen goods (Article 648 of the Criminal Code) 
- Money laundering (Article 648 bis of the Criminal Code); 
- Use of money, goods or benefits of unlawful origin (Article 648 ter of the 

Criminal Code); 
- Self-laundering (Article 648 ter.1 of the Criminal Code). 

 
Preventive controls 
 
As regards the risks of committing the above crimes, Exetra SpA has adopted the 
following preventive control system.  
 
Qualification of counterparties 

- the Company carries out reputation analysis on counterparties; 
- the Company carries out anti-corruption analysis on counterparties; 
- the Company carries out technical analysis on counterparties; 
- The Company carries out economic analysis on counterparties; 
- The Company evaluates credit recoverability, through the function of 

SACE (or another entity); 
- The Company carries out controls on the destination country of the good 

for sale; 
- The Company carries out a control on the ultimate recipient of the dual use 

good for sale. 
 
Assessment of the characteristics of the goods for sale 

- The Company carries out controls on the product sector of the goods for 
sale; 

- Control of any dual use characteristic of the goods for sale; 
- Evaluation of the purchase price of goods; 
- Control of the consistency between the goods for sale and the product 

sector of the purchaser. 
 
Management of documentation: 
Process traceability including both the electronic and the paper trail: 

- Each significant stage of agreements with third parties involved in the 
Onboarding process must be recorded in specific written documents; 

- Each contract stipulated is formalised in a document, duly signed by subjects 
with suitable powers based on the system of powers and authority adopted; 

- To retrace responsibilities and reasons for choices made, each function is 
responsible for filing and keeping documentation produced, also 
electronically, as well as final agreements/contracts, as part of their activities 
of  the  commercial on boarding process.   

-  
Controls and monitoring 

- The Company verifies the completeness and level of updating of the lists 

provided by ISP on countries with trade restrictions; 

- The Company checks that job order folders are complete. 
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MANAGEMENT OF THE OPERATIONAL PROCESS 
 
Description of Sensitive Activities 
 
These are activities related to: 

- The definition and management of job order mark-up authorisation levels; 
- Request for authorisation for dual-use items; 
- Management of contracts; 
- Management of relations with insurance companies and/or banks and/or 

Simest; 
- Management of documentation; 
- Controls and monitoring. 

 
Company functions involved 

 
Company functions involved in carrying out the above activities: 

- Chief Executive Officer; 
- General Manager; 
- Structuring & Execution function; 
- Controls Function; 
- Planning and Administration Function. 

 
Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 
 

- Receipt of  stolen goods (Article 648 of the Criminal Code); 
- Money laundering (Article 648 bis of the Criminal Code); 
- Use of money, goods or benefits of unlawful origin (Article 648 ter of the 

Criminal Code); 
- Self-laundering (Article 648 ter.1 of the Criminal Code). 

 
Preventive controls 

 
As regards the risks of committing the above crimes, Exetra SpA has adopted the 
following preventive control system.  
 
 
The definition and management of job order mark-up authorisation 
levels 

- Compliance with authorisation levels useful for monitoring the job order 
mark-up. 

 
Request for authorisation for dual-use items 

- Formal application and obtaining the authorisation to export dual-use 
items. 
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Management of contracts 

- Legal aspects are managed by the dedicated ISP Legal function, based on 
a service agreement between Exetra and the Parent Company. 

- Preparation of contract standards that appropriately define the scope of 
ownership of the good; 

- Preparation of contract standards that appropriately define responsibility 
for transport and delivery; 

- Provision of a clause in the standard contract with counterparties 
regarding conformity to the Company's Organisation, Management And 
Control Model; 

- Preparation of contract standards that appropriately define exceptions to 
ownership rights (constraints and obligations in favour of third parties); 

- Preparation of contract standards that appropriately define warranties 
against defects of the good for sale; 

- Preparation of contract standards that define specific elements as a 
condition for the contract to be effective; 

- Preparation of contract standards that define the Company's responsibility 
regarding additional obligations; 

- Preparation of contract standards that define the Company's responsibility 
regarding failure to observe legal and regulatory provisions on dual use; 

- Preparation of contract standards enabling the Company to carry out 
controls at the supplier; 

- Signing of contracts according to Italian or UK legislation and/or controls 
on the wording of the contract as regards foreign law; 

- Existence of rules for defining contract clauses other than those indicated 
in standard contracts; 

- Obtaining acceptance of goods by the customer. 
 
Management of relations with insurance companies and/or banks 
and/or Simest 

- Obtaining an insurance policy to cover the credit risk of the job order; 
- Obtaining the discount contract in order to proceed with the policy 

transfer/assignment; 
- Transmission of the documents required to obtain Simest’s subsidy; 
- Verification of receipt of Simest acceptance and request for disbursement 

of the subsidy Obtaining a discount without recourse on the amount 
receivable. 

 
 
Management of documentation: 

- Process traceability including both the electronic and the paper trail: 
- Each significant stage of agreements with third parties involved in the 

Operational process must be recorded in specific written documents; 
- Each contract stipulated is formalised in a document, duly signed by 

subjects with suitable powers based on the system of powers and authority 
adopted; 
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- To retrace responsibilities and reasons for choices made, each function is 
responsible for filing and keeping documentation produced, also 
electronically, as well as final agreements/contracts, as part of their 
activities in the operational process. 

 
Controls and monitoring 

- Monitoring of authorisation levels useful for monitoring the job order 
mark-up; 

- Quarterly monitoring of job order results; 
- Monitoring of the correct use of defined contract standards; 
- Control on the reliability of the bank for the discount of the amount 

receivable. 
 
 
ANCILLARY PURCHASES  
 
Description of Sensitive Activities 
 
These are activities related to: 

- The qualification, selection and assessment of suppliers; 
- The formalisation of relations with suppliers; 
- The monitoring of goods/services received; 
- Management of documentation. 

 
Company functions involved 

 
Company functions involved in carrying out the above activities: 

- Chief Executive Officer; 
- General Manager; 
- Planning and Administration Function. 

 
Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 
 

- Receipt of stolen goods (Article 648 of the Criminal Code); 
- Money laundering (Article 648 bis of the Criminal Code); 
- Use of money, goods or benefits of unlawful origin (Article 648 ter of the 

Criminal Code); 
- Self-laundering (Article 648 ter.1 of the Criminal Code). 

 
 
Preventive controls 

 
As regards the risks of committing the above crimes, Exetra SpA has adopted the 
following preventive control system.  
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The Company has a service agreement in place with the Parent Company for the 
management of ancillary purchases, which defines the roles and responsibilities 
of the counterparties. 
The reference structure will carry out its activities in compliance with the Parent 
Company's Organisation, Management and Control Model, also making specific 
reference to the Protocol "Management of purchase procedures and assignment 
of professional appointments". The activities and controls in the supplier 
qualification and sourcing processes carried out by the Parent Company are 
described in the Guidelines for Group Purchasing, which are implemented by 
Exetra SpA and in the Rules for Group Purchasing.The following controls are 
overseen by Exetra:  
 
The monitoring of goods/services received 
 

- Execution of an initial analysis of the purchased goods (goods entry) 
and/or certification of the service received by the requesting function. 
 

Management of documentation 
- Process traceability including both the electronic and the paper trail; 
- Each significant stage of agreements with third parties involved in the 

purchasing process must be recorded in specific written documents; 
- Each contract stipulated is formalised in a document, duly signed by 

subjects with suitable powers based on the system of powers and authority 
adopted; 

- To retrace responsibilities and reasons for choices made, each structure is 
responsible for filing and keeping documentation produced, also 
electronically, as well as final agreements/contracts, as part of their 
activities in the process for purchasing ancillary items. 

 
 
MANAGEMENT OF ACCOUNTING, FINANCIAL STATEMENTS AND 
TAXATION 
 
Description of Sensitive Activities 
 
These are activities related to: 

- Management of accounting; 
- Management of financial statements; 
- Management of tax obligations, the preparation and filing of tax returns 

and payment of taxes; 
- Management of documentation. 

 
Company functions involved 

 
Company functions involved in carrying out the above activities: 

- Chief Executive Officer; 
- General Manager; 
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- Structuring & Execution function; 
- Planning and Administration Function. 

 
Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 
 

- Receipt of  stolen goods (Article 648 of the Criminal Code) 
- Money laundering (Article 648 bis of the Criminal Code); 
- Use of money, goods or benefits of unlawful origin (Article 648 ter of the 

Criminal Code); 
- Self-laundering (Article 648 ter.1 of the Criminal Code). 

 
 
Preventive controls 

 
As regards the risks of committing the above crimes, Exetra SpA has adopted the 
following preventive control system.  
 
The Company has a service agreement with an external outsourcer for the 
management of accounting and tax obligations that defines the roles and 
responsibilities of the counterparties. Through this outsourcer, accounting and 
financial data are processed and then sent to the Exetra Parent Company. 
 
Management of accounting 
- Control of the correct recognition of the invoice in the accounts; 
- Control of the correct recognition of the premium; 
- Existence of rules to manage the Chart of Accounts; 
- Formal definition of authorisation levels for making changes to the Chart of 

Accounts; 
- Control of the outsourcer's compliance with the contract. 
 
Management of financial statements  
- Existence of rules for the preparation of Financial Statements, establishing 

which data and information must be given to Administration; 
- Formal controls of financial statement data (e.g. checking the control version 

against the actual version in order to check for any accounting records not 
entered in the financial statements or records entered in the financial 
statements which have not been recorded in the accounts). 

 
Management of tax obligations, the preparation and filing of tax 
returns and payment of taxes.  
- Existence of rules to manage tax obligations; 
- Existence of rules to ensure that taxes are calculated; 
- Monitoring of legal obligations, based on specific schedules, to avoid delays in 

filing tax returns and/or tax documents; 
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- Existence of rules to ensure that tax returns are signed by the legal 
representative; 

- Ongoing monitoring of tax regulations, also with the support of consultants 
and the Parent Company. 

 
Management of documentation: 

- Process traceability including both the electronic and the paper trail; 
- Each significant stage of agreements with third parties involved in the 

accounting, financial reporting and taxation processes, must be recorded in 
specific written documents, formalised and, if necessary, duly signed by 
subjects with suitable powers based on the system of powers and authority 
adopted; 

- To retrace responsibilities and reasons for choices made, each structure is 
responsible for filing and keeping documentation produced, also 
electronically, as part of their activities in the accounting, financial statement 
and taxation processes. 

 
PLANNING, ADMINISTRATION AND TREASURY 
 
Description of Sensitive Activities 
 
These are activities related to: 

- Management of customer and supplier master records; 
- Management of active and passive invoicing; 
- Management of relations with the Board of Statutory Auditors; 
- Opening and/or closing and management of current bank accounts; 
- Management of proceeds; 
- Management of payments; 
- Company cash management; 
- Management of company cash (management of credit cards); 
- Treasury management; 
- Management of documentation; 
- Controls and monitoring. 

 
Company functions involved 

 
Company functions involved in carrying out the above activities: 

- Chief Executive Officer; 
- General Manager; 
- Controls Function; 
- Structuring & Execution function; 
- Planning and Administration Function. 

 
Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 
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- Receipt stolen goods (Article 648 of the Criminal Code) 
- Money laundering (Article 648 bis of the Criminal Code); 
- Use of money, goods or benefits of unlawful origin (Article 648 ter of the 

Criminal Code); 
- Self-laundering (Article 648 ter.1 of the Criminal Code). 

 
Preventive controls 

 
As regards the risks of committing the above crimes, Exetra SpA has adopted the 
following preventive control system.  
 
The Company has a service agreement with an external outsourcer for 
administrative management that defines the roles and responsibilities of the 
counterparties. 
 
 
Management of customer and supplier master records 

- Existence of rules and criteria for creating, amending and deleting 
customer/supplier master records; 

- Limitation on access to the system to manage customer/supplier master 
records; 

- Existence of controls to ensure the accuracy/completeness of data entered 
in master records (e.g. minimum, self-blocking fields, etc.). 

 
Management of active and passive invoicing 

- Existence of formalised rules governing the active and passive invoicing 
process; 

- Existence of formalised rules governing the process to issue and monitor 
credit/debit notes; 

- Control on the consistency between invoicing data and the relative 
contract (or other related documents) and controls on the consistency and 
accuracy and correctness of the invoice received, prior to registration in 
the accounts; 

- Formal request and approval for the issue of debit/credit notes; 
- Control, if due, that the value added tax has been applied in the correct 

percentage with respect to the object of the purchase/sale and control that 
it has correctly been applied to the taxable amount (correct amount); 

- Check of proceeds and payments. 
 
Management of relations with the Board of Statutory Auditors 

- Specific regulations governing the management of requests for 
information, data and documents (delivered or made available) received 
by the Board of Statutory Auditors and that are based on principles of 
transparency and cooperation. 

 
Opening and/or closing and management of current bank accounts 

- Existence of rules and authorisation levels to open and close current 
accounts with banks and financial institutions and periodic reconciliation 
of current accounts. 
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Management of proceeds 

- Existence of rules governing the management of proceeds and credit: 
o controls to accept any inflows through the use of triangulation 

(payments received from subjects other than the actual beneficiaries of 
the goods and services sold by the Company); 

o monitoring overdue amounts; 
o definition of actions for ordinary credit management (e.g.: reminders, 

enforcement of guarantees, repayment plans, etc.); 
o procedures and criteria for managing hard-to-collect credit; 
o roles, procedures and criteria for periodic credit assessment. 

- Specific preventive controls on the management of payments and 
iproceeds, such as: 
o control of the registered office of the counterparty (e.g. controls for tax 

havens); 
o control of banks used (the registered office of banks involved in 

transactions and institutes that are not permanently established in any 
country); 

o controls of payments and inflows with reference to the counterparties 
actually involved in transactions; 

o existence of a ban on making payments with persons indicated in 
Reference Lists (e.g. of the Financial Intelligence Unit), or that are part 
of organisations listed therein. 

 
Management of payments 

- Specific preventive controls on the management of payments and 
proceeds, such as: 
o control of the registered office of the counterparty (e.g. controls for tax 

havens); 
o control of banks used (the registered office of banks involved in 

transactions and institutes that are not permanently established in any 
country); 

o controls of payments and proceedswith reference to the counterparties 
actually involved in transactions; 

o existence of a ban on making payments with persons indicated in 
Reference Lists (e.g. of the Financial Intelligence Unit), or that are part 
of organisations listed therein. 

- Formal authorisation to pay for the service. 
 
Company cash management 

- Existence of rules to manage company cash, that require at least the 
following: 
a) the identifications of cash transactions; 
b) specific authorisation levels. 

- Periodic company cash reconciliations, 
 

Management of company cash (management of credit cards) 
- Existence of rules to manage credit cards, that require at least the 

following: 
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a) criteria and procedures for assigning / withdrawing company 
credit/debit cards (including authorisation levels and the definition of 
types of admissible spending and relative limits); 
b) carrying out, controls and review of reconciliations of periodic 
reporting, including findings with justified supporting documents. 
 

Treasury management 
- Existence of rules for corporate treasury management; 
- Checks on the correct timing of payment and collection of proceeds 

resulting from business transactions; 
- Checks on the correct timing of payment and collection of proceeds not 

resulting from business transactions;  
- Taking out of loans with banks to cover any cash needs.  

 
 

Management of documentation: 
- Process traceability including both the electronic and the paper trail: 
- Each significant stage of relations with third parties involved in the 

Planning, Administration and Treasury process must be recorded in 
specific written documents, formalised and, if necessary, duly signed by 
subjects with suitable powers based on the system of powers and authority 
adopted; 

- To retrace responsibilities and reasons for choices made, each structure is 
responsible for filing and keeping documentation produced, also 
electronically, as part of their activities in the Planning, Administration 
and Treasury process. 

 
Controls and monitoring 

- Check on compliance of proceeds  and payments. 
 
 
GIFTS, DONATIONS, SPONSORSHIPS AND ENTERTAINMENT EXPENSES 
 
Description of Sensitive Activities 
 
These are activities related to: 

- The management of gifts and giveaways; 
- Sponsorships and donations; 
- The management of entertainment expenses; 
- Management of documentation. 

 
Company functions involved 

 
Company functions involved in carrying out the above activities: 

- General Manager; 
- Chief Executive Officer; 
- Planning and Administration Function; 
- Requesting functions 
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Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 
 

- Receipt of  stolen goods (Article 648 of the Criminal Code); 
- Money laundering (Article 648 bis of the Criminal Code); 
- Use of money, goods or benefits of unlawful origin (Article 648 ter of the 

Criminal Code); 
- Self-laundering (Article 648 ter1 of the Criminal Code). 

 
Preventive controls 
 
As regards the risks of committing the above crimes, Exetra SpA has adopted the 
following preventive control system.  
 
 
The Company has a service agreement in place with the Parent Company on the 
management of gifts, donations and sponsorships that defines the roles and 
responsibilities of the counterparties and procedures for managing and reporting 
such initiatives.The reference organisational unit will carry out its activities in 
conformity to the Parent Company's Organisation, Management And Control 
Model, also referring specifically to its own regulatory instruments. 
The following controls are overseen by Exetra: 
 
The management of gifts and giveaways 

- The Company has adopted the Anti-Corruption Guidelines of Intesa 
Sanpaolo and, in line with the principles contained therein, has defined 
the types and limits of gifts and giveaways received and given. Specifically: 
 

- Definition of the types, limits and purposes of permitted gifts/benefits 
(gifts offered and received). 

- Definition of methods for tracing the gifts/benefits given/received and the 
relative recipients/offerers.  

- Definition of specific authorization levels for the offering of gifts or other 
benefits and with respect to thresholds.  

 
Sponsorships and donations 

- Existence of rules to manage sponsorships/donations; 
- Existence of a preliminary process to evaluate sponsorships/donations 

concerning, among others, the underlying reasons for the request and the 
benefits for the Company; 

- Approval of the sponsorship/donation by adequate authorisation levels; 
- Existence of standard contract provisions regarding the nature and type of 

contract, as well as contract provisions on the compliance of third parties 
with principles of control/ethics in managing activities, and the activities 
to carry out in the case of any deviations; 
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Control on the actual sponsorship/donation and the completeness and accuracy 
of data in the document certifying the transaction. 
 

-  
 
Management of entertainment expenses 

- Definition of the type of expenditure permitted and relative criteria and 
limits; 

- Definition of procedures to support entertainment expenses and their 
specific authorisation levels; 

- The definition of the obligations and procedures for reporting expenditure, 
indicating the beneficiary and purpose, and control of supporting 
documents, to ensure that amounts required and expenses incurred 
correspond to work activities carried out. 
 

Management of documentation 
Process traceability including both the electronic and the paper trail: 
- Each relevant stage of agreements with third parties with reference to 

gifts, donations and sponsorships must be recorded in written 
documents; 

- Each agreement/contract with third parties is formalised in a document, 
duly signed by subjects with suitable powers based on the system of 
powers and authority adopted; 

- To retrace responsibilities and reasons for choices made, each function is 
responsible for filing and keeping documentation produced, also 
electronically, as well as final agreements/contracts, as part of their 
activities in the process to enter into relations with third parties as 
regards gifts, donations and sponsorships. 

 
 

MANAGEMENT OF CORRESPONDENTS 
 
Description of Sensitive Activities 
 
These are activities related to: 

- The evaluation of counterparties; 
- The management of relations with business intermediaries; 
- Management of documentation; 
- Controls and monitoring. 

 
Company functions involved 

 
Company functions involved in carrying out the above activities: 

- Chief Executive Officer; 
- General Manager; 
- Origination & Business development function; 
- Controls Function; 
- Planning and Administration Function. 
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Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 
 

- Receipt of stolen goods (Article 648 of the Criminal Code); 
- Money laundering (Article 648 bis of the Criminal Code); 
- Use of money, goods or benefits of unlawful origin (Article 648 ter of the 

Criminal Code); 
- Self-laundering (Article 648 ter1 of the Criminal Code). 

 
 
Preventive controls 
 
As regards the risks of committing the above crimes, Exetra SpA has adopted the 
following preventive control system.  
 
 
The evaluation of counterparties 

- Initial qualification relative to counterparties identified through subjects 
external to the ISP Group; 

- the Company carries out reputation analysis on counterparties; 
- the Company carries out economic analysis on counterparties. 

 
Management of relations with commercial intermediaries 

- Existence of rules to manage relations with commercial intermediaries, 
including criteria for defining fees; 

- The obligation, in the case of privileged relations/conflicts of interest 
between the Origination & Business Development function and 
correspondent, to report said, refrain from negotiating/managing the 
contract, delegating this activity to another subject/unit; 

- Standard contract provisions regarding the nature and type of contract, as 
well as contract provisions on the compliance of third parties with 
principles of control/ethics in managing activities, and the activities to 
carry out in the case of any deviations (see "Management of litigation in 
and out of court, and settlement agreements); 

- Fees specifically indicated in contracts stipulated with intermediaries; 
- Approval of the contract by adequate authorisation levels; 
- Evaluation of the conformity of the service received in relation to the 

contract content; 
- Counterparty training with reference to activities carried out. 

 
Management of documentation: 

 
Process traceability including both the electronic and the paper trail: 
- Each significant stage of agreements with third parties identified as 

correspondents must be recorded in specific written documents; 
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- Each agreement/contract with third parties identified as correspondents 
is formalised in a document, duly signed by subjects with suitable powers 
based on the system of powers and authority adopted; 

- To retrace responsibilities and reasons for choices made, each structure is 
responsible for filing and keeping documentation produced, also 
electronically, as well as final agreements/contracts, as part of their 
activities in the processes to enter into and manage relations with 
correspondents. 

 
Controls and monitoring 

- Monitoring analyses of counterparties; 
- Monitoring the signature of the contract by adequate authorisation levels. 


