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CYBERCRIME AND UNLAWFUL DATA PROCESSING 

 
1. Crimes contemplated in Article 24-bis of Legislative Decree 231 

of 2001 and examples of main ways of committing such crimes 
 

Article 24-bis of Legislative Decree 231 of 2001, introduced by Article 7 of Law 48 
of 18 March 2008, on the ratification and execution of the Budapest Convention 
on Cybercrime (“Cybercrime”) refers to the following crimes: 

• IT documents (Article 491-bis of the Criminal Code); 
• unauthorised access to a telecommunication  or computer system (Article 

615-ter of the Criminal Code); 
• unauthorised possession and distribution of access codes to or 

telecommunication  systems (Article 615-quater of the Criminal Code); 
• distribution of computer equipment, devices or computer programs for the 

purpose of damaging or interrupting a computer or a telecommunication 
system’s operations (Article 615-quinquies of the Criminal Code) 

• wiretapping, blocking or illegally interrupting computer or information 
technology communications (Article 617-quater of the Criminal Code) 

• installation of equipment designed to intercept, impede or interrupt 
telecommunications or computer communications (Article 617-quinquies of 
the Criminal Code); 

• damaging computer information, data and programs (Article 635-bis of the 
Criminal Code); 

• damaging computer information, data and programs used by the 
Government or any other public Entity or by an Entity providing public 
services (Article 635-ter of the Criminal Code) 

• damaging computer or telecommunication systems (Article 635-quater of 
the Criminal Code) 

• damaging computer or telecommunication systems of public interest 
(Article 635-quinquies of the Criminal Code); 

• computer crime by the certifier of a digital signature (Article 640-quinquies 
of the Criminal Code). 

 
In particular, in view of activities carried out, Exetra SpA (hereinafter also the 
"Company") considered the following crimes important. The full wording1 of the 
text, and a brief explanation of the main possible ways of committing the crimes 
are given below.  
 
 
 
 
 
 
 

 
1 In particular, the crime in Article 640-quinquies of the Criminal Code, Computer fraud by providers of electronic signature 
certification services was not considered relevant for the Company. 
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(i) IT documents (Article 491-bis of the Criminal Code) 
 

“If any of the false information referred to in this paragraph concerns a 
public electronic document having evidentiary value, the provisions of the 
paragraph for public documents and private agreements shall apply 
respectively”. 

 
The crime could be committed, for example, through: 
- the alteration of digital bank receipts for tax payments; 
- the forgery, by the superiors of an employee of the Company, of private 

IT documents in order obtain a benefit for the Company; 
- the use, by a Company employee, of false IT documents, without having 

assisted in the forgery of the document, to obtain a benefit for the 
Company; 

- the access, by a Company employee, to an IT system of other parties, and 
the destruction of documents that are valid as evidence. 

 
(ii) Unauthorised access to a computer or telecommunications 

system (Article 615-ter of the Criminal Code)  
 

"Anyone who gains unauthorised access to an information or computer 
system protected by safety measures or remains in that system against the 
express wishes of those who have the right to deny such access, shall be 
liable to imprisonment for a term of up to three years. 
The penalty is imprisonment for a term of one to five years if: 
1) the crime is committed by a public official or a public service officer, in 
abuse of their powers or in breach of the duties arising from the function 
or service, or by someone who is exercising the profession of private 
detective, either lawfully or unlawfully, or is abusing their status as system 
operator; 
2) the offender uses violence against property or people to commit the 
crime, or is clearly armed; 
3) the crime results in the destruction of or damage to the system or the 
total or partial interruption of its operation, or the destruction or 
corruption of data, information or programs contained within it. 
When the crimes referred to in the first and second paragraphs concern 
information and computer systems of military interest or relating to public 
order or public safety or health or civil defence or otherwise in the public 
interest, the penalty is imprisonment for a term of one to five years or three 
to eight years, respectively. 
In the situation referred to in the first paragraph the crime is punishable 
upon complaint by the injured party; all other circumstances are 
prosecuted directly by the authorities". 
 
The crime could be committed, by way of example only, through the 
following actions: 
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- anyone who unlawfully enters (without the consent of the owner ius 
excludendi) a protected IT system. The above action is a process which 
consists of two stages, physical access (turning on the computer) and 
logical access (start of the dialogue with the software); 

- after access (also lawful), the subject remains in a protected IT system 
despite the owner ius excludendi having exercised this right, also tacitly. 

 
(iii) Unauthorised possession and distribution of access codes to 

computer or telecommunications systems (Article 615-quater of 
the Criminal Code)  

 
"Anyone who, in order to procure a profit for themselves or for others or 
to cause damage to others, unlawfully procures, reproduces, distributes, 
communicates or provides codes, passwords or other means of access to 
an information or computer system, protected by security measures, or in 
any case provides indications or instructions for that purpose, shall be 
liable to imprisonment for a term of up to one year and a fine of up to 
€5,164. 
The penalty is imprisonment for a term of one to two years and a fine of 
€5,164 to €10,329 if any of the circumstances described in points 1) and 2) 
of the fourth paragraph of Article 617-quater apply2". 

 
The crime could occur if means were obtained (codes, key words, etc.), 
necessary to access an IT system of another party which is protected by 
security measures, or such means are obtained for third parties, or 
indications or essential instructions on access to the system are provided. 
 

(iv) Distribution of computer equipment, devices or computer 
programs for the purpose of damaging or interrupting a 
computer or a telecommunication system’s operations (Article 
615-quinquies of the Criminal Code) 

 
"Anyone who – in order to unlawfully damage an information or 
computer system, the information, data or programs contained within it 
or pertaining to it, or to facilitate the total or partial interruption or 
alteration of its functioning – procures, produces, reproduces, imports, 
distributes, communicates, provides or otherwise makes available to 
others equipment, devices or computer programs, shall be liable to 
imprisonment for a term of up to two years and a fine of up to €10,329”. 
 
The crime could be committed if IT programmes, equipment and devices 
were obtained, produced, reproduced, imported, disseminated, 

 
2 The aggravating circumstances in numbers 1) and 2) of paragraph 4, Article 617-quater of 

the Criminal Code occur if the act is committed: “1) to damage an information or computer 
system used by the State or other public body or by enterprises providing public services or 

services in the public interest; 2) by a public official or a public service officer, in abuse of 
their powers or in breach of the duties arising from the function or service, or by someone 
abusing their status as system operator” 
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communicated, marked or made available to other computer programmes, 
to unlawfully damage an information or computer system, the information, 
data or programmes it contains, or to promote its total or partial 
interruption, or the alteration of its functioning. 
 

(v) Wiretapping, blocking or illegally interrupting computer or 
information technology communications (Article 617-quater of 
the Criminal Code) 
 
"Anyone who fraudulently intercepts communications relating to an 
information or computer system or between several systems, or prevents 
or interrupts such communications, shall be liable to imprisonment for a 
term of six months to four years. 
Unless the crime constitutes a more serious crime, the same penalty shall 
also be applied to anyone who reveals part or all of the content of the 
communications referred to in the first paragraph. 
The crimes referred to in the first and second paragraphs are punishable 
upon complaint by the injured party. 
However, the crime is prosecuted directly by the authorities, with a 
penalty of imprisonment for a term of one to five years, if it is committed: 
1) to damage an information or computer system used by the State or other 
public authority or by enterprises providing public services or services in 
the public interest; 
2) by a public official or a public service officer, in abuse of their powers or 
in breach of the duties arising from the function or service, or by someone 
abusing their status as system operator; 
3) by someone exercising the profession of private detective, either lawfully 
or unlawfully". 
 
The crime could be committed, if: 
1. information relative to an information or computer system were 
fraudulently intercepted, or prevented or interrupted. 
2. the content of information relative to an information or computer system 
were identified, by any means.  
While the first point refers to the fraudulent interception of a 
communication that is "closed" , i.e. intended to be kept confidential, the 
second point refers to the disclosure of the communication's content, 
regardless of how it came to the knowledge of the offender. 
 

(vi) Installation of equipment designed to intercept, impede or 
interrupt telecommunications or computer communications 
(Article 617-quinquies of the Criminal Code) 

 
"Anyone, except in the cases permitted by law, who installs equipment 
designed to intercept, prevent or interrupt communications relating to an 
information or computer system or between several systems, shall be 
liable to imprisonment for a term of one to four years. 
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In the cases identified in the fourth paragraph of Article 617-quater the 
penalty is imprisonment for a term of one to five years". 
 
The crime could be committed if equipment is installed suitable for 
intercepting, impeding or interrupting communications relative to an 
information or computer system of a third party.  

 
(vii) Damaging computer information, data and programs (Article 

635-bis of the Criminal Code) 
 

"Unless the crime constitutes a more serious crime, anyone who destroys, 
damages, deletes, alters or removes someone else’s information, data or 
computer programs shall be liable, upon complaint by the injured party, 
to imprisonment for a term of six months to three years.  If one of the 
circumstances envisaged in point 1 of the second paragraph of Article 635 
applies, or if the crime is committed by abusing the status of operator of 
the system, then prosecution is automatic and the penalty is imprisonment 
for a term of one to four years". 
 
The crime could be committed if information, data or computer 
programmes of third parties are destroyed, damaged, deleted, altered or 
removed. The conduct is therefore adopted if software and databases are 
altered or modified, without affecting the integrity of hardware.  
The following are examples of this conduct:  
- unauthorised access to archives through hacking techniques, with the 

consequent collection of and/or damage to data. 
- access to data recorded in management and/or accounting systems in an 

uncontrolled way, and consequent manipulation of said data. Access 
could be through: 

- expired userIDs which have not been deleted; 
- generic userIDs; 
- userID and passwords which are detected in various ways; 
- physical access to the unattended PC of other subjects; 
- use of equipment which is no longer in use, but has not been 

destroyed; 
- access to system administration consoles. 

 
(viii) Damaging computer information, data and programs used by the 

Government or any other public Entity or or  by an Entity 
providing public services (Article 635-ter of the Criminal Code) 

 
"Unless the offence constitutes a more serious crime, anyone who commits 
an offence aimed at destroying, damaging, deleting, altering or removing 
information, data or computer programs used by the Government or by 
another public authority or by connected entities, or providing public 
services, shall be liable to imprisonment for a term of one to four years.  If 
the crime results in the destruction, deletion, alteration or removal of 
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information, data, or computer programmes, the penalty is imprisonment 
for a term of three to eight years. 
“If one of the circumstances envisaged in point 1 of the second paragraph 
of Article 635 applies, or if the crime is committed by abusing the status of 
operator of the system, then the penalty is increased". 
 
The crime could be committed if an act was adopted intended to destroy, 
damage, delete, alter or remove information, data or computer programmes 
used by the State or by another public authority or public utility entity 
(where the term IT programmes of public utility means a programme whose 
functions are used by a number of people that tendentially cannot be 
determined, regardless of whether said is public or private property).  
The examples of conduct indicated in Article 635-bis also apply, however 
the crime in relation to Article 635-bis is committed before the commission 
of any direct act intended to adopt the conduct described in legislation, 
without the conduct necessarily taking place. 

 
(ix) Damaging computer or telecommunication systems (Article 635-

quater of the Criminal Code) 
 

"Unless the offence constitutes a more serious crime, anyone who – by 
acting in the manner stated in Article 635-bis, or by introducing or 
transmitting data, information or programs, destroys – damages 
someone else’s information or computer systems or renders them partly or 
completely inoperable or serious impedes their functioning, shall be liable 
to imprisonment for a term of one to five years. 
If one of the circumstances envisaged in point 1 of the second paragraph of 
Article 635 applies, or if the crime is committed by abusing the status of 
operator of the system, then the penalty is increased". 

 
The crime could be committed if information, data or computer 
programmes are destroyed, damaged, deleted, altered or removed, or data, 
information or programmes that destroy, damage, make information or 
computer systems entirely or partly unusable, or serious obstruct their 
functioning, are introduced or transmitted.  
The conduct mentioned may be committed, by way of example, through the 

following actions: 
- sending emails with attachments containing viruses; 
- access to the target network (by hacking), and replacement of clean files 

with virus-affected files; 
- dissemination of viruses through removable memory devices. 
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(x) Damaging computer or telecommunication systems of public 
interest (Article 635-quinquies of the Criminal Code) 

 
"If the offence referred to in Article 635-quater is aimed at destroying or 
damaging public utility information or computer systems or seriously 
impeding their functioning, the penalty is a term of imprisonment of one 
to four years. 
If the crime results in the destruction or damage to the public utility 
information or computer system, or if the system is rendered partly or 
completely inoperable, the penalty is imprisonment of three to eight years. 
If one of the circumstances envisaged in point 1 of the second paragraph of 
Article 635 applies, or if the crime is committed by abusing the status of 
operator of the system, then the penalty is increased. 
 
The conduct that constitutes the crime in question is that referred to in 
Article 635-quater, committed in relation to information or computer 
systems of public utility (for the definition, see Article 635-ter herein). 

 
This Special Part has been revised in order to update the reference functions to 
the new corporate organisation chart . 
This Special Section has been updated in order to incorporate the internal 
procedural updates which occurred following the approval of the new corporate 
organisation chart. 
 
 
2. Penalties for cybercrime and unlawful data processing  
 
The table below summarises the penalties established by Article 24-bis of 
Legislative Decree 231 of 2001, with particular reference to crimes that are 
relevant for Exetra SpA, indicated in paragraph 1 above.  
 

Crime Financial penalty Ban 

Unauthorised access to a 

computer or 

telecommunication 

system (Article 615-ter of 

the Criminal Code); 

 

Wiretapping, blocking or 

illegally interrupting 

computer or information 

technology 

communications (Article 

617-quater of the Criminal 

Code) 

 

From 100 to 500 

units 

- a ban on performing the 

activity;  

- a ban on advertising 

goods or services; 

- a ban on advertising 

goods or services. 
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Installation of equipment 

designed to intercept, 

impede or interrupt 

telecommunications or 

computer 

communications (Article 

617-quinquies of the 

Criminal Code) 

 

Damaging computer 

information, data and 

programs (Article 635-bis 

of the Criminal Code) 

 

Damaging computer 

information, data and 

programs used by the 

Government or any other 

public Entity or by an 

Entity providing public 

services (Article 635-ter of 

the Criminal Code) 

 

Damaging computer or 

telecommunication 

systems (Article 635-

quater of the Criminal 

Code) 

 

Damaging computer or 

telecommunication 

systems of public interest 

(Article 635-quinquies of 

the Criminal Code) 

Unauthorised possession 

and distribution of access 

codes to computer or 

telecommunication 

systems (Article 615-

quater of the Criminal 

Code); 

 

Distribution of computer 

equipment, devices or 

computer programmes for 

the purpose of damaging 

or blocking an 

Up to 300 units 

- a ban on advertising 

goods or services; 

- a ban on advertising 

goods or services. 
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information or computer 

system’s operations 

(Article 615-quinquies of 

the Criminal Code); 

IT documents (Article 

491-bis of the Criminal 

Code); 

Up to 400 units 

- a ban on dealing with the 

Public Administration, 

other than to obtain a 

public service; 

- the exclusion from 

concessions, loans, 

grants and subsidies and 

possible revocation of 

those already granted; 

- a ban on advertising 

goods or services. 

 
In addition to the above penalties, additional measures of applicable legislation 
should also be considered (i.e.: confiscation of the price or proceeds of the crime 
and publication of the conviction). 
 

 
3. At-risk Areas  
 
As regards Cybercrime and Unlawful Data Processing, Exetra SpA, has identified 
the following At-risk Areas: 
 

• Management of IT systems.  
 

 
4. Rule for general conduct in At-risk Areas 
 
To prevent the commission of Cybercrimes identified in paragraph 1 above, and 
considered relevant for Exetra SpA, Recipients involved in the performance of 
Sensitive Activities in identified At-risk Areas are required to comply with the 
following general rules of conduct, without prejudice to indications in paragraph 
5 below, the Code of Ethics and specific Company procedures: 

a) refrain from adopting or assisting in a conduct that, considered individually 
or jointly, may constitute the crimes indicated in paragraph 1; 

b) refrain from a adopting a conduct that, even though it does not constitute 
the crimes indicated in paragraph 1, may potentially become suitable for 
their commission. 
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In this regard, by way of example only, the following actions are prohibited in 
particular: 
1) unlawfully intercepting an information or computer system protected by 

security measures against the will of the subject that has access rights; 
2) accessing the information or computer system, or parts thereof, or the 

databases of Exetra SpA, or parts thereof, without access credentials or 
using credentials of other enabled colleagues; 

3) destroying, damaging, deleting, altering or removing information, data or 
computer programmes of third parties or even jeopardising the integrity 
and availability of information, data or programmes used by the State or 
another public entity or connected entities, or public utility entities; 

4) introducing or transmitting data, information or programmes to destroy, 
damage, make entirely or partially unusable, or prevent the functioning of 
information or computer systems of public utility; 

5) altering, through an electronic signature or in any way, digital documents; 
6) producing and transmitting digital documents containing false and/or 

altered data; 
7) using unauthorised technical devices or software (for example viruses, 

worms, Trojan horses, spyware, dialers, keyloggers, rootkits) to prevent or 
interrupt communications relative to an information or computer system or 
between several systems; 

8) unlawfully holding, obtaining, reproducing or disseminating access codes or 
in any case means suitable for accessing a system protected by security 
measures; 

9) obtaining, reproducing, disseminating, communicating, making available to 
other equipment, devices or programmes in order to unlawfully damage a 
system or related data and programmes or promoting their interruption or 
the alteration of their functioning; 

10) remove anti-virus software installed on IT instruments given to users. 
 
Company functions/organisational units and, in particular, functions that have 
significant positions in the use and administration of IT systems, must adopt the 
following general principles: 
• Confidentiality - guarantee that specific data is protected from undue 

access and is used only by authorised subjects. Confidential information 
must be protected during transmission and storage/retention, so that 
information can only be accessed by authorised persons; 

• Integrity - guarantee that all company data is actually the original data 
entered in the IT system and has only been changed legitimately. A 
guarantee must be provided that processed information cannot be 
tampered with or modified by unauthorised subjects; 

• Availability - guarantee of the availability of company data based on 
process continuity needs and in compliance with regulations requiring 
retention. 
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5. Rules for specific conduct in individual At-risk Areas  
 
 
MANAGEMENT OF IT SYSTEMS 
 
Description of Sensitive Activities 
 
These are activities related to: 

• Management of IT security; 

• Management of IT instruments given to users; 

• Management of IT infrastructure and company connectivity tools; 

• Management of the process to create, process and file sensitive 
information; 

• System maintenance. 

• Management of documentation 
 
Company functions involved 
 
All Corporate Functions are involved in carrying out the activities included in the 
ICT Systems Management Process.  
Specifically, the Company Functions directly involved in carrying out further 
relevant activities among those described above are: 

- General Manager; 
- Chief Executive Officer; 
- Planning and Administration Function; 
- Controls Function. 

 
Potentially applicable crimes 
 
The crimes that could potentially be committed in carrying out the above 
activities are: 

- IT documents (Article 491-bis of the Criminal Code); 
- unauthorised access to a telecommunication or computer system 

(Article 615-ter of the Criminal Code); 
- unauthorised possession and distribution of access codes to 

telecommunicationor computer systems (Article 615-quater of the 
Criminal Code); 

- distribution of computer equipment, devices or computer programs for 
the purpose of damaging or interrupting a computer or a 
telecommunication system’s operations (Article 615-quinquies of the 
Criminal Code) 

- wiretapping, blocking or illegally interrupting computer or information 
technology communications (Article 617-quater of the Criminal Code) 

- installation of equipment designed to intercept, impede or interrupt 
telecommunications or computer communications (Article 617-
quinquies of the Criminal Code); 
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- damaging computer information, data and programs (Article 635-bis of 
the Criminal Code); 

- damaging computer information, data and programs used by the 
Government or any other public Entity or by an Entity providing public 
services (Article 635-ter of the Criminal Code) 

- damaging computer or telecommunication systems (Article 635-quater 
of the Criminal Code) 

- damaging computer or telecommunication systems of public interest 
(Article 635-quinquies of the Criminal Code) 

 
Preventive controls 
 
The Company has a service agreement with external outsourcers for the 
management of IT systems that defines the roles and responsibilities of the 
counterparties. 
 
Management of IT security 

- The existence of service agreements formalised with specialist IT 

suppliers; 

- Definition of roles and responsibilities of internal and external users and 

related obligations for using the IT system and information and IT 

resources, also with reference to access to IT resources owned by third 

parties whose security system management lies with the third party, and 

the use of any materials protected by intellectual property rights in 

compliance with legal and contract provisions; 

- Existence of procedures that regulate the control of logical access to IT 

systems indicating procedures to access company IT systems through 

adequate authorisation procedures, that grant access rights to a subject 

only following controls on actual access needs relating to the position held 

by the subject and that remove access rights at the end of the working 

relationship; 

- Periodic review of internal and external users; 

- Monitoring/periodic controls on the effectiveness and operation of the IT 

security management system as regards both applications and 

infrastructure, also through the adoption of control measures that are 

more suitable for various technologies; 

- Existence of procedures for authentication and access to systems based on 

a policy password for the protection of information; 

- Existence of procedures to save and recover data for the protection of 

information; 

- Existence of an adequate formalisation of the process to manage the 

network in line with security requirements defined; 

- Traceability and monitoring of access and critical activities carried out 

using company IT systems, as well as activities supporting processes 

exposed to risk; 
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- Existence of measures to protect access to areas where information and 

information management tools are stored; 

- Controls of the company network, information transiting and network 

traffic; 

- Existence of information and training programmes for personnel, to 

disseminate a clear awareness of the risks arising from an improper use of 

company IT resources; 

- Proper retention of data in the application in the case of technology 

updates; 

- Monitoring activities in the case of system restore operations; 

- Management of emergency, crisis and business continuity processes; 

- Classification of information. 

Management of IT instruments given to users 
- Definition of roles and responsibilities of internal and external users and 

related obligations for using the IT system and information and IT 

resources, also with reference to access to IT resources owned by third 

parties whose security system management lies with the third party, and 

the use of any materials protected by intellectual property rights in 

compliance with legal and contract provisions; 

- Existence of procedures that regulate the control of logical access to IT 

systems indicating procedures to access company IT systems through 

adequate authorisation procedures, that grant access rights to a subject 

only following controls on actual access needs relating to the position held 

by the subject and that remove access rights at the end of the working 

relationship; 

- Traceability and monitoring of access and critical activities carried out 

using company IT systems, as well as activities supporting processes 

exposed to risk; 

- Security measures for off-site equipment, which consider the risks from 

operating outside the organisation perimeter; 

- Management of emergency, crisis and business continuity processes. 

 
Management of IT infrastructure and company connectivity tools 
 

- Formalised rules connected with the management of incidents and IT 

security problems; 

- Periodic review of incident resolution; 

- Controls on identification, prevention and restore procedures, to protect 

the Company from harmful software (viruses), as well as procedures to 

raise users' awareness of this issue. 
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Management of the process to create, process and file sensitive 
information 

- Use of encryption controls to protect information and regulate the 

management of encryption keys to avoid an inappropriate use of digital 

signatures; 

- Existence of a structured process for compliance with requirements on 

personal data protection; 

- Inclusion in agreements with third parties and in work contracts with 

external IT suppliers of non-disclosure clauses. 

 

System maintenance 
- Inventory of company assets (including databases contained) used to 

operate information and computer systems and the adoption of copyright 

policies, where applicable; 

- Existence of formal approval for evolutionary projects; 

- The adoption of Interim Payment Certificates during the performance of 

evolutionary projects; 

- Existence of formal approval for changes to evolutionary projects; 

- Formal acceptance through documented functional testes of changes to 

make to systems; 

- Preparation of the Technical Manual and Functional Manual necessary to 

document characteristics of evolutionary projects; 

- Maintenance of IT equipment. 

 
Management of documentation: 
Process traceability including both the electronic and the paper trail: 

- the decision-making process, with reference to the management and use 
of IT systems, is ensured by full system-wide traceability; 

- all occurrences and the activities carried out (including access to 
information, mitigation actions performed via the system, for example 
accounting adjustments, changes in user profiles etc.), with particular 
regard to the actions carried out by privileged users, are tracked through 
systematic recording (log file system); 

- all accesses to and exits from reserved areas by duly authorised staff who 
actually need to access such areas, shall be recorded by dedicated tracking 
mechanisms; 

- to retrace responsibilities and reasons for choices made, each structure is 
responsible for filing and keeping documentation produced, also 
electronically, and activities on data are tracked, in compliance with 
applicable laws. 


